SFS Security Updates

*** An Overview for NYSICA ***

September 27, 2018




-
Agenda / Key Takeaways for Today

= Annual User and Role Validations (Quarterly Report
Improvements project)

= External Audit

=  Attachments within ASA Self-Service

= Attachments within Annual User and Role Validations
= Travel Proxy Tool Updates
= Security Lessons Learned

= Questions

= References for Your Use
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Annual User and
Role Validations

Kristen Pelcher




-
Importance of Annual Review

Why is it important to you and SFS:

« To ensure confidentiality, integrity and availability of the data in the
SFS by your periodic review of user and role information.

« OSC is subject to an Annual Financial Audit to which SFS is included.
Each agency that uses SFS is subject to be included in the audit.
You are responsible for the compliance review of user and role
information for your agency.

 Ciritical success factors for the Annual Financial Audit are:
« Timely review and maintaining the documentation related to the
review.
« Your agency maintaining documentation around user
provisioning.
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Annual User and Role Validations

= SFS has implemented an online solution for the quarterly reports
process beginning this fiscal year. 4/1/18.

= Static files are no longer being distributed.

« Agencies must use real-time gueries to complete reviews online.
* A new work center has been deployed for easy access.

 Sign off form are now completed online
= Snail-mail of forms will no longer be required

« Amapping exercise was deployed to agencies requesting
100% compliance. Every agency must map at least one ASA,
Financial Certifier, and Compliance Reviewer in SFS.

« If your agency does not have someone mapped to each of these
roles, your agency will be unable to provide the required sign off.
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-
Updated Training Materials

= Self-Paced Training in SFS Coach

* Process Area: ADM
= ADMIN Security 205
= Compliance Reviewer 205
» Financial Certifier 205

* The “print it” function within SFS Coach will print the training
In the same format as the job aids.
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Updated Training Materials -
SFS Coach

Favorites ¥ Main Menu ¥ Performance Trace | A Home ‘ Sign

®

Performance Trace

ORACLE AddTo +
5FS Coach NavBar

SFS Coach - User Learning Center
Access SFS user training and references materials here. View all Learning

Use the Search criteria below to narrow down your search.
Remember to use the "Print it" mode to print training and reference materials in a job aid format

Enter any information you have and click Search. Leave fields blank for a list of all values.

Search Trainings

Process Area JADM Q Keyword(s)
Topic Area
M whole word
Search
Search Results Personalize | Find | View All | X | E First ‘4 1-40f4 '‘» Last
ieAr Topic Area Description
ADMIN Security 205 The ASA is seen as the coordinator of all Agency Administrators and must actas {2
2 ADMIN Credit Card 205 Enter travel and procurement card information, and run reports to view o Ed
3 ADMIN Data 205 View and maintain Employee Organizational Data. The Employee Data ol E1
4 ADMIN Workflow 205 Monitor agency workflow, and overview the business processes that will require ol E1
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SFS Coach

ORACLE
USER PRODUCTIVITY KIT

search Q& "

[[] My Roles
SR W]A5A205 Agency Security Administratior)
+ Q\ntroduction to Agency Security Administration
+ QAccoum Security
+ QUserAccounts
o @ ASA Self-Senvice
- U‘]Agency Security and Reporting
‘?_.!j SFS Agency Secunty WorkCenter Walkthrough
@Annua\ User and Role Validation
+ Q\ntroduction o MSCO1
E‘] SFS Training Survey

| s

9/27/2018
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@ | ] share &
ASA205 Agency Security Administration (ASA) Course Overview

Course Description:

This course provides the knowledge and skills to manage agency security. The ASA is responsible for communicating with, and supporting, other Agency Administrators as
needed. The ASA is seen as the coordinator of all Agency Administrators and must act as the knowledge source for current Agency Role Assignments and Role definitions,
as well as working to receive and process inquiries on role assignments from all Workflow (WFA), Employee Data (EDA), and Credit Card Administrators (CCA).

Additionally, ASAs are tasked with submitting SFS Security Forms to the SFS Security Team/Help Desk, and requesting role assignment updates.

Course Concepts:

This course explores the following concepts:

+ Locking and Unlocking Accounts

* Resetting a Password

- Adding a New User Account

+ Removing a User Account

+ Modifying an Existing User Account

+ Searching for an ASA Self-Service Request

= Running the ASA Self-Service Single User Report
« Coordinating with Agency Administrators

Course Prerequisites:
+ SFS101 Introduction to the Statewide Financial System (SFS)
» SFS205 Getting Started in the Statewide Financial System (SFS)

Using the User Productivity Kit (UPK) Player:

To begin, click the plus sign next to the course title on the left side of the screen. Then, click the plus sign next to each lesson to expand the menu hierarchy. Read the
concept pane information on the right side of the screen for each lesson and topic. Once you are ready to explore a transaction, click a topic to highlight it, and click the Try It
button at the top of the screen to launch the simulation.
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Annual User and Role Validations

= SFS Agency Security WorkCenter

avorites ¥ Main Menu ¥ » PeopleTools™ > Security ™ NY SFS Security Administration ¥ >  SFS Agency Security WorkCenter » SFS Agency Security WorkCenter

SFS Agency Security WorkCe ©  « SFS Agency Security WorkCenter

Links Query Users Without Emails by PL o
R Links S o
Users Who Never Logged in byPL ow
< ASA References SOD Concerns g
= Password Reset/Account Lock or
Unlock Users WIith Duplicate EMPLIDS o
B ASA Role Self-Service =
- . . s o
5 ASA Role Mass Upload Users With Duplicate Emails -
& Single User Report
= Annual User & Role Validation
< SFS References
T Access to SFS (Security and Roles)
= OSC References
& OSC Guide to Financial Operations
E RP/s/ |
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e
Annual User and Role Validations

= ASA Section

Favorites ~ Main Menu ~ > PeopleTools ¥ > Security ™ > NY SFS Security Administration ¥ > Annual User & Role Validation

ORACLE

User & Role Validation

Agency User & Role Validation

Date Created: 09/13/2015 Valid for Fiscal Year from: 2018-19 Form ID: DOLO1_201380913_0321

It is the responsibility of each agency to have security monitoring processes in place. SFS
provides the queries that are linked in the work center to help facilitate agency security best
practice. Please review the results of the reports generated below and validate the information
provided. If any changes are required follow your agency's procedures to update your agency
user data.

User Data Role Data

o
i}

Query Results: Query Results:
Date Generated: Date Generated:

Agency Security Administrator
Business Unit: DOLO1 Department of Labor
If your agency maps by branch, please list the facility name:
Please check the appropriate boxes below if you are alsc validating secondary accounts for MSC and DST:

MSC
DST

Sign and Verify Signed:
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Annual User and Role Validations

= Compliance Reviewer & Financial Certifier sections:

Compliance Reviewer
I have reviewed the reports generated by the ASA. Any updates to SFS Security were validated and submitted if
updates were required.
I am aware of the available queries to monitor Administrator activity within SFS. In addition | am aware of the SFS
published SFS Internal Control Compliance Review and the Agency Security Maintenance Procedure

Please select one of the following:

In accordance with OSC Advisory 28, | have validated there are no separation of duties concerns. | have reviewed
the listing of users provided and have reviewed any Separation of Duties Concerns with the Agency Security
Administrator. Any updates required in relation to SOD Concerns were validated and submitted by the ASA.

I hawve reviewead the listing of users provided and accept that some Separation of Duties concerns exist.
Compensating controls are implemented, such as monitoring, for the areas where role mapping cannot be updated at

this time.

Compliance Reviewer:

Email:

Signed:

Financial Certifier

| acknowledge the generation of the SFS User & Role Walidation Reports and have validated that the list of Agency
Security Administrators and Compliance Reviewers assigned is up to date. If any corrections to assignment are
required, | am aware of the process to update the required designations.

Finmnancial Certifier:

Email:
Signed:
Comments i B
o
o Save
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e
Annual User and Role Validations

= Each quarter, SFS distributes an email to all agencies as a
reminder that SFS user and role validation must be completed at
least once annually.

= Your agency can decide when it is most appropriate for your
agency to complete the review.
* You may choose to complete the review more than once a

year.
» Refer to the Agency Role Guide on SFS Secure to ensure

you have the most updated guidance.
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Yearly Follow-up Cycle

= QOctober: SFS sends reminder email to ASAs for agencies who
have not completed annual sign-off

= January: SFS sends follow-up email to ASAs AND Internal
Control Officers

* February: SFS conducts phone outreach to ASAs

= March: Escalation via phone call to agency Chief Financial
Officer
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e
Reminders: Annual User and Role
Validations

» Ensure that your agency:
 |Is aware of new training materials

« Has mapped to all the required roles

 Built the new roles into your onboarding,
off-boarding and transfer processes

« Ensure your separation processes for retirement,
transfer, and terminations have immediate
notification to your SFS Admin team
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External Audit

Roger Aucoin and Kristen Pelcher




e
External Audit

= As areminder, any agency with ability to provision users to the
SFS is subject to external audit.

* Your agency may be selected for the Annual Financial Audit and
you will be required to provide documentation for user and role
provisioning and your annual user and role reviews.

= Ensure you have required documentation in relation to:

* Annual user and role review:
= Spreadsheets
» Email correspondence
= Notify your ASA of your review outcome so changes are made within 30 days of review
» User provisioning processes:
= Refer to the following resource materials on SFSSecure
« SFS Agency Security Maintenance Procedure
« SFS User Provisioning Request Form
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e
Attachments within ASA Self-Service

= ASA Self Service will now require attachments that support the details of the

provisioning changes being requested and the needed approvals.
User provisioning form or email correspondence documenting approval of changes

= Compliance Reviewers and Financial Certifiers will be provided with inquiry access to
the ASA self-service request page so that they can review user provisioning requests
and attachments and approver details provided on the requests.

= Agencies are responsible for ensuring that the documentation attached supports the
changes being requested.

= Benefits: Having the supporting documentation attached to each request ensures
that all information related to the request is available upon external audit.
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Enhancement - Attachments

= There are two areas on the ASA self-service page to provide
attachments:
» Attached File for All User Requests

» Attached File for Single Request Only

= Note: Only one type of attachment can be provided for each ASA self-service
request number
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e
Enhancement - Attachments

= Attached File for All User Requests
* When the attachment is provided at this level, the attachment
MUST contain the justification and approval for ALL users that
are part of the ASA self-service request number. The person
who approved the change should be listed in the Authorized
Approver Employee Id field.

= Note: Only one type of attachment can be provided for each ASA self-service
request number
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e
Enhancement — Attachments

Favaorites ¥ Main Menu ¥

8 ORACLE

NY ASA Roles
NY Reference Number NEXT

Request Information

PeopleTools ™

Security ¥ NY SFS Secunty Administration ™

*NY-Reason Code: *Reason for Change:| v

v Alter Ref Number: ASA_RQST

*Request Method: |
Add Delet

1%]
7]

Attached File for Single Request Only:

“Authorized Approver Employee ID: Q

User Information

*User ID:
*Data Perm List:
*Empl ID:

Email ID:

Agency Internal Comments:

Supervisor ID:

9/27/2018 || 20

Q Description:

Q Change Data Perm

Ship To Location: Department:

Statewide Financial System (Internal Use Only).
Contents subject to change.

Attached File for All User Requests:

Request Status:

NY ASA Role Self-Service

User Roles

GL BU:
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Enhancement - Attachments

= Attached File for Single Request Only

« When the ASA self-service request has multiple user changes,
but there are separate files containing justification and
approval, attach the appropriate file for the user request on
each page of the ASA self-service request.

Example, if you have two user accounts that need to be

changed, and there are two separate files that need to be

attached, attach the appropriate file to each user request under

the Single Request only file attachment.

= Note: Only one type of attachment can be provided for each ASA self-service

request number
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e
Enhancement — Attachments

Favaorites ¥ Main Menu ¥

PeopleTools ™ > Secunty ¥ > NY SFS Secunty Administration ™

8 ORACLE

NY ASA Roles

1]

NY Reference Number NEXT Add Delete

Request Information

*NY-Reason Code: *Reason for Change: v|

umber: ASA_RQST

Attached File for Single Request Only;

User Information

*User ID: Q Description:
*Data Perm List: Q Change Data Perm
*Empl ID: Q
Email ID:
Agency Internal Comments:
Supervisor ID:

Ship To Location: Department:

Statewide Financial System (Internal Use Only).
Contents subject to change.
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Find | View All

NY ASA Role Self-Service

Attached File for All User Requests:

First ‘4 10of1 '* Last

(] =]

Request Status:

User Roles

GL BU:
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Enhancement — Reason for Change

Favorites ™ Main Menu ¥ > PeopleTools ™ > Secunity ™ > NY SFS Security Administration ™ > NY ASA Role Self-Service

ORACLE’

NY ASA Roles
NY Reference Number NEXT Add Delete € Attached File for All User Requests:
Request Information Find | View All First ‘4" 10f1 '* Last

(] (=]

*NY-Reason Code: *Reason for Change:

Request Status:

Change in responsibilities

*Request Method: | V| Employee Transfer into Unit
Employee Transfer out of Unit
Add Delefe | View  Attached File for Single Off-boarding employee
Onboarding employee
*Authorized Approver Employee ID: Q@ |User Validation Review

User Information

*User ID: Q Description: User Roles
*Data Perm List: Q Change Data Perm
*Empl ID: Q
Email ID:
pdate Comments
Agency Internal Comments: wpdate La Ent
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Enhancement — Request Method

Favorites ¥ Main Menu ¥ » PeopleTools ™ > Security ¥ > NY SFS Secunty Administration ¥ > NY ASA Role Self-Service

ORACLE

NY ASA Roles
NY Reference Number NEXT Add Delete e Attached File for All User Requests:
Request Information Find | View All First ‘& 10of1 ‘» Last
[+ (=]
“NY-Reason Code: *Reason for Change:l v Request Status:
*Request Method: Email Alter Ref Number: ASA_RQST
mai
Add Delete [Request Form Request Only:
*Authorized Approver Employee ID: Q
User Information
*User ID: Q Description: User Roles
*Data Perm List: Q Change Data Perm
*Empl ID: Q
Email ID:
Agency Internal Comments: dpdale Lommenls
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Enhancement — Authorized Approver

Favorites ™ Main Menu ™ PeopleTools ™ Security ™ NY SFS Security Administration ¥ NY ASA Role Self-Service

. Look Up Authorized Approver Employee 1D
ORACLE ° o Py

Search by: J=EuEEEINbegins with
Last Name
NY ASA Roles
Look Up ance Advanced Lookup
NY Reference Number NEXT Add Delete View Attached File for All User R
- Search Results
Request Information Find [ Vi Only the first 300 results can be displayed.
View 100 First ‘4" 13000300 b Last
*NY-Reason Code: *Reason for Change:| V| R Employee ID Name Last Name
*Request Method: | v| Alter Ref Number: ASA_RQST 2012070018 CELESTIN DIMITRI CELESTIN
20140910 FRANKOVIC MARLENE FRANKOVIC
Add Delete || Wiew | Attached File for Single Request Only: 999999999 MANAGER, SFS MANAGER
*Authorized Approver Employee ID: Q ASADATETEST DATE,TEST DATE
BODCURRE_DST Currenti Mary CURRENTI
User Information BDCURT_DST Salsbury,Patricia SALSBURY
e BODGONZ_DST Gonzalez,Donna GONZALEZ
“User ID: SR S BDKIRB_DST  Kirby,Christopher KIRBY
*Data Perm List: Q Change Data Perm BDKUNK_DST  Kunker,Colleen KUNKER
BORINE_DST  Rinella,Margaret RINELLA
*Empl 1D: Q CAPJFK Magat,Roy MAGAT
Email ID: CAPMONTG Truncale,Robert TRUNCALE
CAPORISK SCALISE,FRANK SCALISE
Agency Internal Comments: CAPPLATT REID, IRV REID
CAPTECHJFK Magat,Roy MAGAT
CLEFEVRE_DS Lefevre Cathy LEFEVRE
Supervisor ID: Ship To Location: Department: D01024947 DIRENZO,LOUIS DIRENZO
nN44ANTER Crnnarnita Manial CoDNCITMN
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ttachments — ASA Mass Upload

Favorites ™ Main Menu ~ » PeopleTools ™ > Security ™ > NY SFS Security Administration ™ > NY ASA Role Mass Upload

ASA Mass Upload Self Service

ASA Mass Upload Self Service

Run Control ID KPELCHER_9172018_14351 Report Manager Process Monitor
File Attachment - Support Documentation
Add Delete fiew Attached File for All User Requests:

File Attachment

Add C

Attach the file to be Processed Attached File:

Personalize | Find | £ ] B First ‘4 1of1 '* Last
Summary Agency Comments ===k
*NY-Reason = e - . Change -
B User ID Description Data Perm List Data Pern Empl ID
O 1= a a O
< >
Select All Deselect All Remove . &

Admin Information
user 0 <D
Description PELCHER, KRISTEN
Email ID test123@sfs.ny.gov

[INY SFS Security Policies

The Statewide Financial System is designed for the sole use of transacting business on behalf
of New York State. By granting, altering or removing users access to the system, | will use the
Statewide Financial System to execute security transactions consistent with and subject to the
SES Online Terms of Service and all applicable laws._

L+ Add +2-| Update/Display

ol Save
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e
Attachments - Annual User/Role Validation

= Annual User/Role Validation will now require attachments that supports the
details that the annual review has been completed and of the provisioning

changes being requested and the needed approvals.
+ Spreadsheets noting changes or any other form of documentation showing the review was
completed
* Any changes needed should be made in a timely manner within SFS
* The ASA Mass Upload functionality will be linked to User/Role Validation page to make this easier
for everyone

= A new query will be available that lists the reviews completed, who signed off
and the related dates

= Benefits: This ensures that the documentation needed for Audit is available if
your agency is selected.
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Travel Proxy Tool Update

Mary Alber




-
Travel Proxy Tool Updates

= We have two change requests being developed to improve the
maintenance and reporting of Travel proxy Assignments.

« The travel proxy mass update tool is being updated to include the ability to
export and import the proxy authorization level — View, Edit, Full.

« Travel Proxy Assignment Queries and the export are being updated to include
visibility into the authorization level and also will include a new filter that will allow
agencies to elect to include or exclude BSC travel proxies from the query/export
results.

Watch for the announcement for Administrators and Compliance Reviewers to test

these new features in Agency Business Process test in the next couple of weeks.
As always we appreciate your feedback to ensure new tools meet your needs.
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Security Lessons Learned

Mary Alber




e
Internal Controls

» Regularly SFS sends out Retired, Terminated, Deceased reminders when we observe an
agency employee is tied to an active SFS account when their Payserv employee status is
marked as Retired, Terminated, Deceased.

= |essons:

« The SFS notice is meant to be a control reminder for agency review.
= Some employees on the report may have left the same day the report is distributed.
= The goal of this notice is to test the results against your Agency business process.

» If your agency control established in your business process catches these and the only
employees observed on the report sent to your agency are within 24-48 hours of your
control point, then it demonstrates your controls are working.

» If your agency control established in your business process is NOT catching these and
the employees observed on the report sent to your agency are aged by days or weeks
then it demonstrates your controls are not working and your agency internal business
process for separation needs to be reviewed.

« If an employee is being reported on this report in error, contact SFS.

Employees with a status of Retired, Terminated or Deceased should be actioned by the agency
as soon as they receive notice. Itis the responsibility of each agency to establish a process for
clear communication between Human Resources, Supervisors and their Agency Security
Administrators.
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Social Engineering

Recently an agency ASA was asked to reset an SFS users password
via an email that mimicked a formal request. Later the agency ASA
found out that the reset request was really phishing and the new
password was sent via email to an unknown party.

Actions/Lessons:

« Compromised Accounts should be immediately locked. ASA should
immediately lock the SFS user account themselves, then contact SFS Security
to report the issue and have the users password reset in the system

 Emails can be compromised. This email was not sent from the employee and
it was discovered that the employees email credentials were compromised. The
appropriate IT Desktop team should determine that the email and their devices
are no longer compromised.

« Compromised Emails Impact SFS processes. Before using ASA Self Service
password reset again for the compromised user the ASA is responsible to follow

up and ensure:
» The compromised email situation had been addressed. g
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FINANCIAL
YSTEM



E—
Social Engineering

= Recently an Agency ASA asked an agency user for their
SFS Forgotten Password guestion and answer to attempt
resolution of a password reset issue.

"= Lessons:
* An end user’s forgotten password hint question and answer should
be treated as confidential.
« ASAs can use the password reset feature within ASA Self Service to
reset a users password.
« ASAs may contact SFS in order to resolve password reset issues.

« Credential sharing is not allowed per the SFS Online Terms of
Service
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Online Terms of Service reminder

STATEWIDE

P DL it
I

Password

| forgotimy password

W[ Egree to\SES Online T erms of Service

W Enable’AccessibilityMode

The Statewide Financial System is designed for the sole use of transacting business on behalf of New York State. By entering my User ID and Password and accessing the system, | will
use the Statewide Financial System to execute transactions and associate attachments consistent with and subject to the SFS Online Terms of Service and all applicable laws.
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Online Terms of Service reminder

» The Statewide Financial System is designed for the sole use
of transacting business on behalf of New York State. By
entering my User ID and Password and accessing the
system, | will use the Statewide Financial System to execute
transactions and associate attachments consistent with and
subject to the SES Online Terms of Service and all
applicable laws.
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https://fin.sfs.ny.gov/fscm/sfshtml/ny_term.html

Online Terms of Service reminder

SFS ONLINE TERMS OF SERVICE

FOR STATE EMPLOYEES ON BEHALF OF STATE AGENCIES AND PUBLIC AUTHORITY EMPLOYEES ON BEHALF OF PUBLIC AUTHORITIES

When accessing and using the Statewide Financial System (SFS8), I certify that:

1.

(5]

O )

6.

I have been authorized by the head of a state agency or public authority to execute these transactions, which may include, but are not limited to: Billings, Travel Authorizations. Expense Reports, Budget Journals, Budget Transfers, General Ledger Journal
Entries, Purchase Requisitions, and Purchase Orders;

. I am familiar with the Ethics in Government Act (Public Officers Law sections 73 and 74; the “Act™) and my conduct in the use of the SFS Program Online Services is in accord with the Act.

. I am familiar with and agree to comply with the Comptroller’s policies on Confidential, Personal and Private Information, as described in the Office of the State Comptroller’s Guide to Financial Operations, Section I11.8.

. Accounts Payable Vouchers certified/approved by me and submitted to the Office of the State Comptroller are for claims that are just, true and correct and, therefore, appropriate to pay; and the goods or services rendered or furnished are for use in the

performance of the official functions and duties of this agency.

. Employee Expense Voucher certified/approved by me and submitted to the Office of the State Comptroller are for claims that are just, true and correct and, therefore, appropriate to pay; and the employee’s supervisor certified that the expenses have been

examined and to the best of the supervisor’s knowledge and belief, the amounts claimed therein were necessary for the performance of the employee’s authorized official duties.

Imaged records accurately, legibly and completely reflect all the information in the original records except where redacted. For redacted images, the agency has retained the unaltered, original document.

FOR INDEPENDENT CONTRACTORS ON BEHALF OF STATE AGENCIES AND PUBLIC AUTHORITIES

‘When accessing and using the Statewide Financial System, I certify that:

1.

5.

I have been authorized by the head of a state agency or public authority to execute these transactions, which may include, but are not limited to: Billings, Travel Authorizations. Expense Reports, Budget Journals, Budget Transfers, General Ledger Journal
Entries, Purchase Requisitions, and Purchase Orders;

T am familiar with the terms and conditions of the contract under which I have been assigned to work for a state agency and my conduct in the use of the SFS Program Online Services are in accordance with such contract and consistent with the requirements
imposed upon state employees and public authority employees under the Act. Any false transactions may subject me to civil and/or criminal liability.

. T am familiar with and agree to comply with the Comptroller’s policies on Confidential, Personal and Private Information, as described in the Office of the State Comptroller’s Guide to Financial Operations, Section II1.8.

. Accounts Payable Vouchers certified/approved by me and submitted to the Office of the State Comptroller are for claims that are just, true and correct and, therefore, appropriate to pay; and the goods or services rendered or furnished are for use in the

performance of the official functions and duties of this agency.

Employee Expense Voucher certified/approved by me and submitted to the Office of the State Comptroller are for claims that are just, true and correct and, therefore, appropriate to pay; and the employee’s supervisor certified that the expenses have been
examined and to the best of the supervisor’s knowledge and belief, the amounts claimed therein were necessary for the performance of the employee’s authorized official duties.

FOR STATE EMPLOYEES ON BEHALF OF THEIR OWN TRAVEL-RELATED TRANSACTIONS AND NON-TRAVEL EXPENSE REIMBURSEMENTS
‘When accessing and using the SFS, [ certify that:

1.

5

The transactions executed and the attachments associated with the transactions are just, true, and correct, that no part thereof has been paid (except as stated therein), and that the balance therein stated is actually due and owing;

I understand that in processing employee-generated travel and expense transactions, SFS and Office of the State Comptroller (OSC) will use information from the OSC payroll system, including banking information relating to the direct deposit of my salary.
If T use direct deposit for the processing of my payroll payments, [ authorize SFS and OSC to use my banking information for the direct deposit of travel and expense payments.

. Tunderstand that I may opt out of receiving my travel and expense payments electronically by contacting my payroll office.

. Imaged records accurately, legibly and completely reflect all the information in the original records except where personal or sensitive business information has been redacted. In cases where sensitive business information is redacted, I have submitted the

original document containing the sensitive business information to my agency for retention.
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https://fin.sfs.ny.gov/fscm/sfshtml/ny_term.html

Any guestions from our topics today?

Thank you for attending!
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-
Security Policy

= Reference and Resources > Access to SFS
(Security and Roles) > SFS Security Policy
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https://www.sfs.ny.gov/files/security/SFSSecurityPolicy.pdf
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Security Maintenance Procedure
on SFSSecure

= Reference and Resources > Access to SFS
(Security and Roles) > SFS Agency Security
Maintenance Procedure
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https://my.ny.gov/sreg/Login?TYPE=33554433&REALMOID=06-76636190-45ea-1045-ad2f-839b4d430000&GUID=&SMAUTHREASON=0&METHOD=GET&SMAGENTNAME=$SM$9I%2bQm4U9tIb6iYzr/hiJQN/yHkdBC1WpX9LxytAADeVKXZBgQC4p0mYU3GowWGHy&TARGET=$SM$HTTPS://www.sfs.ny.gov/

Maintenance Procedure
Resource Considerations

» Effective communication among supervisors, Human

Resources (HR) and agency SFS administrators
« Supervisors provide the first line of insight on employee
movement, extended leave, retirement, employee death, and
termination
= As SFS Compliance Reviewers you should be the
champion
« Engage your management and SFS administrators in

conversations for process improvement
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e
SFS Administration Observations

= User provisioning
= Separated employees and non-employees who have access to
SFS are not locked and removed timely.
» Risk - the separated SFS users retain access to your agencies
data.

= Separate process for contractors

« Contractors are not in state payroll systems
= How are you getting notified of contractor movement?

Lﬁjﬂwewws
FINANCIAL
SYSTEM
9/27/2018 44 Contents subject to change.



T
SFS User Provisioning Reguest Form

= SFES User Provisioning Reguest Form or your internal
SFS access form are the methods for timely notification
of provisioning changes to the ASA
= Documentation should be retained in case your
agency Is required to produce it upon audit request.

= Authorization and justification of changes being made
to users in SFS must be retained for traceabillity to the
ASA Self-Service Request reference number
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https://www.sfs.ny.gov/files/security/SFSUserProvisioningRequestForm20170601.pdf

4 STATEWIDE
FINANCIAL
SYSTEM

Internal Control
Compliance Review




Internal Control
Compliance Review

= SFS Internal Control Compliance Review document

» SFS recommends each agency Internal Controls Officer
(ICO)/Compliance Reviewer consider the checklist when
completing an internal controls compliance review of
access to SFS.

» This checklist supports the published Office of the State

Comptroller (OSC) Guide to Financial Operations (GFO)
‘Certification of Internal Controls over the Payment Process.’
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https://www.sfs.ny.gov/files/security/SFSInternalControlComplianceReview_20171108.pdf

-
Compliance Review

* |Internal Control Officers/Compliance Reviewers are
asked to ensure:

« An inventory is created of any lack of controls or weaknesses
In established Agency provisioning processes.

« Acorrective action plan or compensating controls are
established for any weaknesses identified in security
processes.

« Monitor SFS access by utilizing tools provided via the Internal
Control Officer Information Center in SFSSecure under
Reference and Resources.
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How to assess compliance?

» Ensure your agency has established policies over
user access and SFS role assignment.

= Engage your administrators and list out any
obstacles you face in these internal processes
as currently implemented.

= Review your list with management for solution
support.

= Escalate any road blocks.
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Offboarding in SFS

= When an SFS user leaves state service, the User Account
should be locked immediately and removed timely.

* Many agencies listed outstanding travel or credit card transactions
as a reason they are not locking or removing SFS access timely.

« Qutstanding travel or credit card transactions are NOT a reason to
leave SFS access open to a separated state employee or contractor.

 RISK: Leaving SFS access in place for a user who left state service
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-
Account Security

SFS Audit Process runs on the first of every month:

= Account Locking:

» Lock agency user accounts that are more than 90 days old and have

never been used
» Lock agency user accounts that have not been used in 180 days or

maore

= Removal of accounts:

* Accounts that are locked by the audit process and not reactivated
within 180 days are removed from the SFS system.

* User accounts that hold travel only roles will not be removed as part
of this process.
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Any guestions from our Reference Section?
Contact the SFS Help Desk!

Thank you for attending!
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