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Agenda 

1.  The future of Governance Risk and Compliance 

2.  Internal audit and its function within Governance Risk and Compliance 

3.  Challenges for internal audit 

4.  IBM’s internal audit capabilities and best practices 
 
5.  Questions 
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GRC:	
  Key	
  concepts	
  

Compliance 
The act of adhering to, and 
demonstrating adherence 
to, regulations, standards, 
policies, and procedures.  

Governance 
The values, culture, 
policies, processes, and 
oversight that define the 
structure by which the 
organization directs and 
manages itself.  

Risk management 
The set of activities 
designed to support 
maximum business 
performance through the 
identification, 
measurement, and 
treatment of uncertainty.  

GRC 
The coordination of these three domains to improve efficiency with shared 
resources and strengthen decision-making by producing more complete and 
accurate information. 
 
GRC represents the parameters within which a company drives success. 
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The	
  Enterprise	
  GRC	
  pla6orm	
  will	
  con9nue	
  to	
  extend	
  its	
  
reach	
  

Extension into New GRC Domains 
Companies are moving a range of risk 
oversight functions onto GRC platforms, 
such as fraud risk, model validation, new 
product approval, vendor risk and 
business continuity 
 
GRC Convergence 
The financial crisis showed the importance 
of integrated risk management to 
optimize outcomes. Inability to aggregate 
and share risk across the business was a 
key deficiency. The importance of the GRC 
platform has increased as a buying priority 
 
Integration with Operational Systems 
As GRC practices mature, there is an 
increased requirement for integration 
with operational systems including IT 
security, fraud detection, claims systems, 
and portfolio management 
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? 

Every	
  member	
  of	
  an	
  organiza9on	
  is	
  responsible	
  for	
  
governance,	
  risk	
  management	
  and	
  compliance	
  	
  
from	
  top	
  execu9ves	
  and	
  the	
  board	
  to	
  business	
  process	
  owners	
  and	
  front	
  line	
  staff	
  

How do the risks and 
controls compare across 

the processes that I 
manage? 

What GRC tasks am I 
responsible for? 

How do I easily find the 
relevant data that I 

need? 

What is the context of 
the risks that I manage? 

How do I know which risks and 
controls have been assessed? 

How can I more efficiently 
update my GRC data? 

GRC Made Easy 
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Risk is a significant challenge in today’s business environment 

New regulations, globalization, 
increased risk and business velocity, 
and an explosion of information 

FEB 1995 
Barings Bank 
collapses 

OCT 2001 
Enron, WorldCom, 

Tyco scandals 

SEP 2004 
Merck  

and Pfizer 
drug  

scandal 

FEB 2007 
TJX credit card fraud 

JAN 
2008 

Société 
Générale 

trading 
loss  DEC 2008 

Madoff investment 
scandal 

SEP 1998 
Long-Term Capital 
Management collapses 

MARCH 2005 
Halliburton  
bribery scandal 

SEP 2008 
Lehman Brothers 
files Chapter 11 

NOV 1999 
Gramm–Leach–Bliley Act 

passes (repeal of  
Glass–Steagall) 

JUNE 2004 
Basel II 

Framework 

JULY 2002 
Sarbanes-Oxley 

Act passes 

SEP 2004 
Committee of Sponsoring 
Organizations Enterprise  
Risk Management Integrated 
Framework 

JULY 2007 
Auditing Standard 

No. 5 approved  
by SEC 

MAY 2008 
Standard & Poor’s 

announces enterprise  
risk management ratings 

DEC 2009 
U.S. Securities and Exchange 

Commission (SEC) Proxy 
Disclosure Rules 

JUL 2010 
Dodd–Frank 
Act passed 

n  Events 
n  Regulations 

1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 

JUNE 2006 
Japanese Sarbanes-

Oxley Act signed APRIL 2003 
Solvency endorsed 

2011 
Basel III 
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Risk management failures can be hugely damaging in terms of direct 
losses as well as reputational damage 

UBS reaches $50m 
settlement over 
bond  
— The Times 
August 7, 2013 
 
 

Nationwide 
Insurance data 
breach affects 1.1 
million people 
— NBC News 
    December 6, 2012 
 
 

Outages hit Bank 
of America 
electronic and 
phone banking 
— Los Angeles Times   
    February 1, 2013 
 
 

TD Bank to pay 
$52.5 million in 
U.S. settlements 
over Ponzi scheme 
— Reuters 
    September 23, 2013 
 
 

JP Morgan agrees 
to $5.1bn fine with 
mortgage regulator 
— The Guardian 
    October 25, 2013 
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There is a growing need to manage risks that can affect operational 
performance 
Insider threats, cyber crime and fraud cost billions and affect reputation 

Network security Data privacy Access control 
Personal information including 
credit and debit card numbers 
was stolen from more than100 
million accounts of a prominent 
game console. 

Theft of information related 
to SecurID tokens affected 
40 million people who use 
the tokens to access the 
internal computer networks 
of 25,000 corporations, 
including defense 
contractors. 

A trader familiar with access 
controls from years spent in 
the compliance department 
of a multinational banking 
and financial services 
company cost that company 
more than USD7 billion. 



© 2014 IBM Corporation 9 

Risk Analytics 

CRO 
CFO 
CIO 
CCO 

IT risk 

Compliance 

Fraud risk 

Data privacy risk 

Operational risk  Model risk 

Strategic risk 

Most companies have a fragmented view of risk 
and have trouble leveraging risk information for better decisions 

	
  	
  CRO 
CFO 

CIO 
CCO 
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Risk managers face a range of challenges today  
The top of the list includes regulation, governance and profitability 

	
  	
  

	
  	
  
	
  	
  

	
  	
  

	
  	
   Increased regulatory 
scrutiny and supervision  

Business requires an 
integrated view of risk 
across the enterprise 

Organizations are moving 
beyond collection of data to 
risk-aware decision making 

Regulatory proliferation and 
increased rate of change  

Risk governance expanding to  
new areas such as social, third party 
and model validation 

Aligning risk and 
performance management 

Pressure on boards 
to improve risk oversight  

Elevated interest in 
operational risk  
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Data	
  challenges	
  

Challenges	
  

•  Data	
  silos	
  	
  
• Manual	
  data	
  processes	
  
•  No	
  data	
  controls	
  
•  No	
  data	
  archiving	
  
•  No	
  data/model	
  separa<on	
  

Opportuni<es	
  

•  Data	
  warehouse	
  
•  Automated	
  data	
  processes	
  
•  Secured/audited	
  data	
  
•  Archived	
  data	
  
•  Data/model	
  separa<on	
  

Risk	
  informa<on	
  can	
  be	
  trusted	
  for	
  decision-­‐making	
  	
  

Accurate,	
  secure,	
  audited	
  data	
  is	
  needed	
  so	
  that	
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Repor9ng	
  challenges	
  

Challenges	
  

• Disparate	
  systems	
  	
  
•  Spreadsheet	
  models	
  
•  Inconsistent	
  assump<ons	
  
•  Lack	
  of	
  version	
  control	
  
•  Lack	
  of	
  controls	
  

Opportuni<es	
  

•  Integrate	
  disparate	
  models	
  
•  Limited	
  spreadsheet	
  use	
  
• Consistent	
  assump<ons	
  
• Grid	
  enabled	
  	
  
• Model	
  controls	
  

Risk	
  informa<on	
  can	
  be	
  trusted	
  for	
  decision-­‐making	
  	
  

Consistent	
  and	
  reliable	
  repor<ng	
  is	
  needed	
  so	
  that	
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New York State Audit Recommendations 
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Challenges for internal audit 

•  Audit committees to support and strengthen internal and external audit 
functions, internal controls, and financial management and financial 
reporting functions are more common in state governments (NY State is a 
good example) 

•  Changes in SOX or SOX-like financial requirements 
 
•  Annual reports on activity (consolidating data) 

•  Performance evaluations (self-testing) 

•  Gathering accurate and consistent testing evidence  

•  Improving audit efficiency (resource planning, workflow) 
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IBM’s	
  Integrated	
  Approach	
  to	
  Risk	
  Management	
  

Operational Risk 
Management 

Financial Controls  
Management 

IT Risk & 
Compliance 
Management 

Policy & Compliance 
Management 
 

Internal Audit 
Management 

Other Platform 
Extensions 
(New Product 
Approval, Business 
Continuity 
Management, 
Vendor 
Management, Model 
management & 
Enhancement 
request tracking, 
etc.) 
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Integrate 
multiple areas of risk and 
compliance by having a 
central platform for integrated 
reporting, workflow and 
policies. 
 
 

þ 

Support  
virtually any risk 
management methodology 
via a patented, adaptable 
framework enabling easier 
configuration. 
 
 

þ 

Provide  
visibility into the state of risk 
in business with interactive 
dashboards and ad hoc 
reports for decision support. 
 
 þ 

Facilitate 
an ecosystem of process, 
technology and content to 
provide better alignment and 
value to the business. 
 
 þ 

Automate 
the compliance and risk 
management activities’ 
powerful workflow for 
automating business 
processes. 
 
 

þ 

Centralize  
oversight, reporting, 
accountability, social 
collaboration, and visual and 
predictive analytics. 
 
 þ 

Governance, risk and compliance solutions from IBM can help you 
overcome these challenges 
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Supporting GRC according to your organization’s current state of 
readiness and maturity 

Supports your methodology and your process 
Can lower total cost of ownership and increase user adoption 

 

User interface configuration 
Menu layout 
Home page layout 
Hierarchy views 
List views 
Form layout 
Activity views 

Reporting framework 
Reporting views 
Reports 
Ad hoc query 

Security model 
Users 
Roles 

Delegated administration 

Business automation 
Job types 

Tasks 
Business rules 

Data model 
Record types 
Fields 
Record relationships 
Field dependencies 
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New York State Audit Recommendations 
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Reviews	
  the	
  risk	
  framework	
  design	
  and	
  implementa<on,	
  	
  
and	
  ensures	
  that	
  Lines	
  1	
  and	
  2	
  are	
  opera<ng	
  appropriately	
  

Responsible	
  for	
  developing	
  and	
  monitoring	
  the	
  	
  
Implementa<on	
  of	
  the	
  Group’s	
  risk	
  management	
  framework	
  

3	
  Lines	
  of	
  Defence	
  is	
  a	
  governance	
  model	
  to	
  provide	
  integrity	
  over	
  its	
  risk	
  management	
  prac<ces.	
  	
  
	
  

Opera<onally,	
  the	
  model	
  defines	
  three	
  levels	
  of	
  risk	
  management	
  accountabili<es	
  and	
  the	
  boundaries	
  that	
  exist	
  between	
  each	
  
level,	
  to	
  provide	
  a	
  complete	
  system	
  of	
  risk	
  management.	
  	
  
	
  
The	
  pyramid	
  is	
  an	
  effec<ve	
  representa<on	
  of	
  the	
  model	
  as	
  it	
  graphically	
  shows	
  the	
  breadth	
  and	
  depth	
  of	
  risk	
  management	
  
prac<ces	
  that	
  should	
  exist	
  at	
  each	
  level	
  to	
  complete	
  the	
  risk	
  management	
  system.	
    	
  

3	
  Lines	
  of	
  Defence	
  Model	
  

Responsible	
  for	
  growth,	
  while	
  managing	
  all	
  of	
  the	
  related	
  risks	
  of	
  their	
  	
  
opera<ons	
  under	
  the	
  Group’s	
  risk	
  management	
  policies.	
  

Line 1 

Line 2 

Line 3 
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Business Units 

Issue 

Action Item 

Sub-Process 

Process 

Audit	
  Framework	
  Example	
  with	
  Add’l	
  Audit	
  Data	
  Elements	
  

Files and Issues can be 
associated with any object 

File 

Auditable Type 

Audit 

Objectives 

Risk/Events 

Control 

Test Plan 

Test Result 

Audit Steps 

Workpapers 

Plan 

Timesheet 

Review Comment 

Finding/Observation 

Auditor 

Findings and Review 
Comments  can be 

associated with any audit 
object 

Cross-
Module 
Shared 
Objects 
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Overview	
  of	
  Capabili9es	
  in	
  Internal	
  Audit	
  

Annual	
  Planning	
  
§  Define	
  audit	
  universe	
  
§  Perform	
  risk	
  assessment	
  for	
  scoping	
  
§  Create	
  mul9-­‐year	
  audit	
  schedule	
  

Engagement	
  Planning	
  
§  Resource	
  requirements	
  
§  Allocate	
  resources	
  
§  Define	
  scope	
  and	
  work	
  programs	
  

Fieldwork	
  
§  Perform	
  audits	
  
§  Create	
  and	
  store	
  workpapers	
  
§  Track	
  auditor	
  9me	
  
§  Leverage	
  management’s	
  test	
  plans	
  	
  and	
  
results	
  

Repor9ng,	
  Wrap-­‐up	
  and	
  Follow-­‐up	
  
§  Generate	
  automated	
  audit	
  reports	
  
§  Management	
  Ac9on	
  Plans	
  
§  Prepare	
  for	
  future	
  audits	
  

Annual
Planning

Engagement 
Planning Fieldwork Follow-UpWrap-UpReporting
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Business intelligence via IBM Cognos software 

Provide rich, interactive, real-time dashboards and 
reports. 

Enable drill-down from reports into supporting reports 
as well as the underlying detail data. 

Provide comprehensive monitoring and management 
across the business.  

Deliver executive dashboards and reports and empower 
the user. 

Enable users to design and run reports tailored to their 
business needs. 
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Audit	
  resource	
  planning	
  with	
  immediate	
  visualiza9on	
  of	
  results	
  



© 2014 IBM Corporation 24 

Risk Analytics 

Audit	
  Dashboards:	
  User	
  driven,	
  relevant	
  dashboard	
  context,	
  self-­‐service,	
  
enterprise	
  level,	
  access	
  consistent	
  data,	
  share	
  repor9ng,	
  dashboards,	
  
visualiza9ons….	
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Interac9ve	
  Repor9ng	
  	
  Visualiza9on	
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Full	
  repor9ng	
  capabili9es	
  supported	
  on	
  mobile	
  devices	
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Comprehensive capabilities across virtually all 
aspects of governance, risk and compliance  

Flexible data model, workflows, forms and reports to 
address the needs of organizations 

Virtually unmatched reporting, analytics and 
visualization capabilities with embedded Cognos 
software  

Powerful ecosystem of relevant risk, compliance and 
business process technologies to complement 
OpenPages software 

Breadth of expertise and services capabilities 
covering technology and GRC 

OpenPages software has a demonstrated history of 
successful GRC implementations and satisfied client 
references 

Summary of IBM’s advantages in GRC 
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Why does this matter to You? 

1.  Protect and preserve taxpayer funds 

2.  Improved audit management efficiency resulting reduced cost 
 
5.  Protect reputation 
 
4.  Enhance transparency 
 
5.  Increase audit accuracy and overall success of audit results 
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Thank you. 
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Audit	
  Universe	
  Report	
  (sorted	
  by	
  weighted	
  risk	
  score)	
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Audit	
  Plan	
  Detail	
  Report	
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Control	
  Effec9veness	
  by	
  Mandate	
  -­‐	
  For	
  a	
  selected	
  Business	
  En9ty,	
  the	
  report	
  shows	
  the	
  %	
  of	
  
effec9ve	
  controls	
  with	
  Processes	
  by	
  Mandate.	
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Audit	
  Overview	
  Report	
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Audit	
  Devia9on	
  Report	
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35 
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ERM	
  dashboard	
  by	
  group,	
  with	
  drill	
  down	
  capability	
  to	
  view	
  addi9onal	
  
informa9on	
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Regulator	
  Interac9on	
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Report mining delivers insight 
Automate task assignment, notifications and reminders, data routing and tracking, and more 

Robust workflow establishes and automates 
consistent best practice processes for: 
• Assessing risk 
− Incident evaluation and enrichment 
− KRI management—threshold breach awareness 

• Materiality and quantitative assessments 
− Process design reviews 
− Control testing 
− Issue remediation 
− Sign-offs and certifications 
− Practically unlimited flexibility to automate processes 

• Use-case examples  
− Alerting testers and reviewers when the testing needs to be 

performed and reviewed 
− Alerting risk managers of KRI threshold breaches 
− Alerting business owners of regulatory requirement reviews and 

certifications 
− Alerting process and entity—regional and corporate owners and 

controllers to sign off on the internal control documentation 
− Alert issue owners (gaps identified by control reviewers) in 

mitigating the issues by exception 
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