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Provide:

« An overview of and key risks associated with cloud computing
« If time allows, also address security considerations with Social
Media

o /
* Protiviti's Global Leader Security and Privacy Solutions
 Associated with IBM for 30 years prior to joining Protiviti, led

their global Security and Privacy Services team

Experience - Developed a unique identity management service offering for
IBM called Trusted Identity
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Emerging IT Trends o

Demand Side

: @)
U Rise of the Knowledge Worker Ubiquitous Data
Widespread transaction automation and outsourcing, The rise of "smart" mobile devices and "ubiquitous
and the resulting shift in retained skills, mean almost sensing" will drive an exponential increase in data
everyone is becoming a knowledge worker volume and throughput
€ l ved @ -
Social Media Emerging Market Growth
The way customers and consumers learn about Shifting global demand means emerging markets will
products and interact with companies is changing be main source of growth, eventually reaching the
fundamentally scale of developed markets
) )
Efficiency Shortfalls Tech-Savvy Workforce

The corporate center (IT, Finance, HR, Supply Chain, Technology knowledge and confidence in the
Procurement, etc.) is reaching the limits of efficiency in workforce is broadening but losing its depth (fewer
its current functionally-oriented form have a deep technical expertise)

Important but not Transformative trends
@)
Green IT

Green IT, greater government intervention in the
economy
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Emerging IT Trends (cont.) o

Supply Side

8 9
U Technology as a Service U The Industrialized, Externalized Back Office

Industry standards will emerge for back-office
business processes that are then delivered by external

Infrastructure and applications are becoming available
as virtualized, configurable, and scalable services in

the cloud (or will) adopt licensing structures to mimic a
service

providers

10 11
U A Blueprint for Service Delivery U Desktop Transformation

ITILv3 provides a pathway to reorienting IT around Virtualization, SaaS, and unified communications
service delivery combined with greater workforce mobility triggers a
"transformation of the desktop," enabling device-
agnostic service delivery

Organization Side

Fewer than 25% of employees currently within IT will . Many activities will devolve to business units, be
remain in their current roles consolidated with other central functions such as HR
and finance, or be externally sourced

CIOs face the choice of expanding to lead a business > Several trends in IT demand and supply will change
shared service group, or seeing their position shrink to how organizations use technology to create value, and
managing technology delivery the roles, structure and skills of the IT function

Source: ClIO.com
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Emerging Strategic Technologies

Gartner defines a strategic technology as one with the potential for significant impact on the enterprise in
the next three years. The following are the top technologies that could have a potential impact on future
strategic direction which businesses may chose to take.
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Computing ! ' ’ Media !
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" I - Computing
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Off shoring
/ Out
sourcing

IT Security
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IT Capabilities and Needs Insight —

Table 1: Overall Results, Technical Knowledge

Need t;lr:'l:prwe" Areas Evaluated by ReSpondents {E;T]EE: :Ig
1 i) - Virtualization 3.1
Social Media Integration 2.B
3 Cloud Computing 3.0
4 Social Media Security 2.6
5 Mobile Commerce Security 2.4
& NIST (cybersecurity) 2.4
Fi Data Breach and Privacy Laws (various L.5. States) 2.7
B Mobile Commerce Integration 2.5
CIS5p 2.7
9 (tie) Mobile Commerce Policy 2.4
CISSA 1.2
Smart Device Integration 2.5
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Multiple Models of Cloud Computing

Cloud computing is a model for enabling on-demand network access to a shared pool

—

of configurable computing resources that can be rapidly provisioned and released
with minimal management effort or service provider interaction.

OR more simply,

“IT runs over the Internet instead of installing hardware and software yourself.”

Characteristics

? On demand self-service

= Pay as you use
Rapid elasticity

(expand / contract)
-

Multi tenancy
& (shared pool)

ﬁ Broad network access

Service Models

Business Process as a

Service (emerging)
Entire business process as a service in
the cloud

Software as a Service
Finished applications that you rent and
customize

Deployment Models

8 © 2012 Protiviti Inc. This document may not be copied nor distributed to any third party.
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How Can It Help Businesses?

» Serving High Demand
 Allowing High Variable Demand

» Reaching Geographically Dispersed
Users

* Assisting with Start Ups
» Consolidating Company IT
» Experimenting Easily and Cheaply

» Planning for Disaster Recovery

» Operational Expertise — Patch
Management, Version Updates,
Data Security Management

° @ °
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Many Cloud Computing Offerings
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* A sample list only. There are many more players.
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How The Cloud Is Being Utilized ? L ——
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Clouds Are Cloudy T —

As visibility is lost...

12

wis

a?, P

Requirements

RS
REET
REEE R F gy

Services

Where is the data?
Who can see the data?
Who has seen the data?

Has data been tampered with?
Where is processing performed?
How is processing configured?

Does backup happen? How?
Where?

Goggle

.. security, compliance, and value are lost as well.
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Top Risks

Loss of Governance

° ° L]
®
13 © 2012 Protiviti Inc. This document may not be copied nor distributed to any third party. p rO t I V I t I



Categories of Control Objectives

Compliance
Data Governance
Facility Security
Human Resources
Information Security
Legal

Operations Management

Risk Management
Release Management

Resiliency

° @ ©
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Control Objectives

Compliance

Data Governance

Facility

Human Resources

15 © 2012 Protiviti Inc. This document may not be copied nor distributed to any third party.

Independent Regulatory Audits
Vendor Management

Information System Regulatory Mapping
Intellectual Property

Classification

Handling / Labeling / Security Policy
Retention Policy

Risk Assessments

Policy

User Access

Asset Management

Background Screening

Employment Agreements

Employment Termination

protiviti’



Control Objectives

Management Program
Policy, Reviews, Enforcement
User Access Restriction / Authorization / Reviews
Awareness Training
Roles / Responsibilities
Information Security =~ Management Oversight
User Access Policy
Workspace Cleanliness
Anti-Virus / Malicious Software
Incident Management — ldentification, Reporting and Monitoring

Incident Response Legal Preparation

° @ °
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Control Objectives

Legal

Operations Management

Risk Management

Release Management

Resiliency

17 © 2012 Protiviti Inc. This document may not be copied nor distributed to any third party.

Non-Disclosure Agreements

Third Party Agreements

Service Level Agreements
Capacity / Resource Planning
Program

Assessments

Mitigation / Acceptance

Business / Policy Change Impacts
Third Party Access

Production Changes

Outsourced Development

Management Program

Impact Analysis

Business Continuity Planning

Business Continuity Testing

protiviti’



Involvement of Internal Audit

Vendor Selection & Contract Negotiation

 Validation of business case

* Right to Audit Clause and / or SAS70 (SSAE16)

« Compliance Scope

* Impact of Regulations on Data Security

« Stability of Partners and Services Providers

« Contractual Data Protection Responsibilities and Related Clauses
» Impact of Regulations on Provider Infrastructure

* Prepare Evidence of How Each Requirement Is Being Met

Pre-Implementation Review

* Project management - roles and responsibilities
« Data migration strategy

Post-Implementation Review

» Accuracy of data
 Policies and procedures pertaining to data security, privacy of data
* Regulatory changes - HIPAA, PCI, etc.

° @ °
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What Is Social Media?

 Technologies that allow bi-directional communication among many
participants

— Evolution from uni-directional 1:1 and 1:many communication to bi-directional
many:many interaction

— Intended to drive engagement
— Provides easy-to-use tools with a very friendly user interface
— Mostly Internet-based (with implications on speed and breadth of communication)

ey
=, .,
o g
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Security Trends in Social Media
— 21% accept contact offerings from members they
don't recognize

— More than half let acquaintances or roommates
access social networks on their machines

— 64% click on links offered by community
members or contacts

— 26% share files within social networks

— 20% have experienced identity theft

Security

— 47% have been victims of malware infections Customer Accounts
Corporate Data

Medical Records

— Facebook has been hit with malicious
applications and new version of the Koobface
virus, which allows hackers to steal information
from personal profiles

— Huge increase in “likejacking”

——————————————————————————————————————

______________________________________
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Social Use Cases and Key Risks

Uses Risks

Sales &
Collaboration

Brand &
Reputation

Linked [T}].

Monitoring

Data Leakage

Customer
Relationship
Management Regulatory &
Compliance

Violations

Market
Research

Viruses
Malware
Backdoors

Marketing
Campaigns

Loss of
Employee
Productivity

HR /
Recruiting
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Other Risk Considerations T——

Remarks about company performance could impact stock

Financial Risk II» price and performance. (“The strategic plan for Company C is
. not going to work and results are not going to be good...”)
Release of information about what someone is doing or where

Safety Risk II» someone is traveling. (“Our executive team is meeting at
- Location Z...”)

Personal ' Remarks made by an individual or friends of an individual
Reputation Loss "» could be viewed by others (“| can’t believe what happened the
- other night when | was out for dinner...”)

protiviti’



Other Risk Considerations (cont.) T —

Metrics used to measure results of social media efforts may

Metrics HES HSed | |
Int itv Risk I be invalid or inappropriately measured leading to poor
OIS ndks decisions and investments.
Litigation Risk [
e \ Appropriate involvement of stakeholders and executive
G II» oversight do not correlate social media activities to company
. Ak el objectives and culture.

What is said on social media sites can, and will, be used
against individuals and companies in a court of law.

protiviti’



The Social Media Lifecycle

STRATEGY

Establish linkage to
corporate objectives

MEASURING THE
RESULTS

Collect data and validate Business
against goals and adjust

CREATING THE PLAN

Putting the plan into the
corporate development

approach as needed Strategies process

N
IMPLEMENTATION DEVELOPMENT AND

AND MONITORING

Obtain final sign-offs and
monitor the activity in a
production mode

CHANGE
MANAGEMENT

Developing the product
and testing in a non-
N production mode

@ L] L ]
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The Social Media Lifecycle
Guiding Principles

» Ensure that the social media capabilities have appropriate oversight and ownership
G « Coordinate/integrate social media efforts with other marketing activities
OVEINACE / * Monitor market developments with emerging social media offerings
« Establish appropriate review and quality assurance steps

* Review current skill sets within the organization and validate what may be needed to
deliver social media efforts. Introductory and “expert usage” training is essential.

* Make sure that the IT organization is appropriately involved for evaluation and
consideration of social media designs

Capabilities /

"« Establish an environment where capabilities can be developed with appropriate E
oversight and security. Reinforce with clear policies and procedures.

» Design appropriate monitoring oversight for development and production environments

* Review interaction of social media capabilities with existing systems and business
processes
%, Validate risks and ongoing monitoring steps Y,

Integrity /

{ « Validate security design
S . * Ensure appropriate access to development and production environments
SIS / * Review and implement automated tools to support security monitoring
* Integrate with your existing security and privacy practices

®
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Some Useful Information Sources

Auditing Social Media — A Governance and Risk Guide - www.theiia.org

Social Media Audit / Assurance Program - www.isaca.org

Social Media Governance - www.socialmediagovernance.com/policies.php

Social Media Explorer

protlvm
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Social Media and Internet Policy and
Procedure Failure — What'’s Next?
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Risk & Business:

IT Auditing — Expanding Scope
to Encompass Social Media
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Board Perspectives: Risk Oversight

Social media i 2 compendium of many things —
corporace blogs, video-sharing sites such as You Tub,

inpa from poceasial buyer groups on new produce
plans. Marketing can tese messaging and learm whae

like Facebook, ging tools
such a5 Tovveer, among others ~ char leverage the

pomer of Incerner, Web 2.0 and mobile echnologies
0 connect people. The convergence of these rech-

bestin almosereal ime. Companies

can educace and inform cusomers by engaging them
‘on many topics around proshuce uses and applicarions.
While these developments are presenting significane

relationship management, marketing and corporase
communicasions for many businesses.

Key Considerations

Business-t0-people communicatons and social media
peer groups have cmerged s 3 new model for connect-
ing vich murkess and cussomers eficien; Companics
ignore dhis model e their own risk. These mediums see

‘companics to connce with their
customers and others, shey are creating a whole set
of ncw issucs. Following are 10 cxamples:

* Loss of IP and sensitive data - Inappropriatc
relezse, leakage or shefe of information serztegic w0
the company and exposure of company nexworks and
sysuems 10 viruses and malware.

* Compliance violations - Communication of dara
that

une value-added content and transparency in an
environmene where customers and other pardics drive
the dislogue. Orgunizations filing ro hamess che
pocenial valuc of social nexworking run a risk of
becoming laggards as they cede o comperitors the
bl e brand their produces and services distnceiely
in the public eye, 2s well 2s obeain coneinuous im-
provemen insights, using this unigue venue

Sucial media sies enable companies t0 isten o and
Ieam from sucishicd

laws
ing infringemens of rademarks and copyrighe,
daea securiny issues, employment issues, violations
of privacy righes, and mismanzgement of eleceronic:
communications that may be impacted by reeention
regulations or e-discovery requircments.

« Repuration loss - Recause consamer opinions can
spread quickly through sacial media, companies
nced effective crisis responsc plans. Tn addition,
sefinficed epucion dimage may e rom

g unrealis-

ing sheir ideas, expericnces and knowledge, as well as
offer them an opportnity to reach out and proacively
respond 0 exereme views and reactions. In addition,

e produst or cussomer service expecaions, rogue

weces of inappropriaie messages inecnded for in-

temal or personal use, o inability t0 measure up i
[»

Social media is providing produce

the. parency expected by

o
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Call to Action

e Stay connected to corporate strategies and objectives and then anticipate their
implications to the IT environment.

* Ensure the risks are articulated.
* Get involved with proof-of-concept activities for new capabilities and technology.
* Don't assume policies exist (or can be adapted) for adoption of new technologies.

* Make sure that appropriate and on-going training is in place to educate employees and
also external customers.

* In coordination with the IT team, evaluate monitoring tools that can help address the
risks of the emerging technologies.

* Ensure there is program and project management offices for emerging technology
introduction and usage as well as the tracking of risks/issues and ROI.

* Review the support structure and organization in place to deal with internal and external
customers.
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Thank You

Cal Slemp
Managing Director
New York, NY

+1.203.905.2926
cal.slemp@protiviti.com
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