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Destination Check

government agencies, and non-for-profits) clamoring for better information assurance and the additional
business development facilitation and performance insight enabled by technology. While IT professionals have
the technical expertise necessary to ensure the secure configuration of IT hardware or proper deployment of
technology solutions, their solutions frequently lack the internal control professional’s perspective and ability to
understand the complicated business implications, governance challenges, and risks associated with

technology.

This session will help attendees look and consider cybersecurity and technology risks from both the Board —
especially Audit Committee and the enterprise risk professional’s perspective (whether internal control, auditor
or financial perspective). Governmental agencies and industry rely on IT assets such as computers, networks,
and data to interact and deliver value to the end-user (e.g., constituent or customer). Protecting these assets,
as well as the constituent/customer relationship, requires that organizations of all sizes understand, assess,
remediate and repair unmitigated threats to remain relevant in the marketplace and to take advantage of
emerging business or service delivery opportunities.




TODAY'S “FLIGHT PLAN” — KNOWLEDGE TRANSFER
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$1.2 Billion non-profit’s audit committee.

Prior to starting his niche IT Audit, Information Security
and Risk Management practice in 2001, Joel was a
Technology Risk Partner in Arthur Andersen’s Business Risk
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Disclaimers

* | am my own person and do not speak for,
endorse, represent, etc., any of the
organizations, associations or universities
that | am affiliated with. In other words, my
opinions are my own and represent what |
personally believe.

* | am not endorsing any company, service,
product nor are any endorsements implied.

* | am presenting today in “the spirit of
professional knowledge sharing and
transfer.”




You (not a
consultant or a
presenter) are the
“Pilot” of your
plane and are

ALWAYS |
accountable




Some Fundamentals Before We Start Our Journey




Lessons | Learned from Sitting on an Audit Committee

Cybersecurity is important —
but it is not the only
technology-related issue that
we MUST discuss.

Technology is important — but
it is not the only risk that we
MUST discuss.

Risk is important — but is not
the only governance issue
that we MUST discuss.

Oh, and by the way, we MUST
oversee the internal audit
function, external public
accountant, “coordinate” with
any risk management
initiatives - review policies,
financial reports, complaints,
fraud allegations, and
perform any additional tasks
assigned by the Chair of the
Board.

Other things are important too

Overcoming the realistic time crunch



The NECESSITY

of Effective
Communication




Risk Profile
(From: COSO ERM)

* An organization manages risk to
strategy and business objectives in
relation to its risk appetite.

Risk appetite:

* The types an amount of risk, on
a broad level, an organization is
willing to accept in pursuit of
value.

Manages risk in the context of
achieving strategy and business
objectives — not as individual risks.




Classic and
Evolving
Technology
Musts

Alignment of technology
with business objectives

“Fiduciary” use of
technology-related
investments

Facilitating/Enabling the
mission

Safeguarding Assets (Data
and Information Processing)

Compliance with regulatory
and legal expectations

Social Media (Protect
reputation and customer
engagement)

Strategic use and reliance on
service providers (including
cloud computing solutions)

Mobile and other loT strategies

Data Governance (including Big
Data, Data Analytics and
Continuous Monitoring)

Privacy

Implementation and
Monitoring of Business Systems

Impact of Technology Risk on
Reputation



Yet Cybersecurity is the Golden Child of
MUST

I\""‘ Some may believe that concerns over cybersecurity are exaggerated and as in the past, cost-effective threats can
: be easily managed — and that management of the problem can be relegated as in the past to the IT Department.

Cybersecurity is a significant business issue that dramatically impacts the
organization’s relationship with its customers, profitability and reputation.

Others, mc{ud:ng'professmnal ClSSOCICItI(?I’)S, reputable Because technology is so embedded into the business — from sourcing
consultancies, think tanks, and the media, believe that  customers to receiving and making payment — and to maintaining financial

this time it is different. records that no longer have paper support, managing cybersecurity risks
can no longer be delegated to someone other than the person or group
primarily responsible for the business.

l;] Many Board members and Executives have come to the conclusion that it is a Business issue — (TARGET AND
SONY ATTACKS WERE THE TURNING POINT!! (or any other attack that has received significant media coverage).

a In many aspects the theoretical differences between information security and cyber security are immaterial as
far as Audit Committee and Executive Management responsibilities go.




So Why Does
Cybersecurity

Keep Some
Audit

Committee
Members Up
At Night?

Assumption
that breach
will occur —
AND
surviving the
aftermath of
“the event”

*  Amount of potential loss (financial,

reputational, lost opportunities)

* Sophistication and purpose of the attack

*  Frequency and velocity of the attacks

* Information outside the organization

* Negative publicity

* Evolving insurance coverage and

underwriting requirements

* Lawsuits from stakeholders

(shareholders, customers, partners,
unforeseen parties)

* Regulatory expectations and

“suggestions”

* “Helpful advice” from accounting, law

firms and vendors

* Guidance from recognized authorities

and associations.



Guidance Issued By The NACD

The National
Association of
Corporate
Directors
(NACD), issued a
publication,
“Cyber-Risk
Oversight
Handbook.” The
handbook
identified five
principles that
Board Members
should consider

in governing
Cybersecurity.

Directors need to understand and approach cybersecurity as an enterprise-
wide risk management issue, not just an IT issue.

Directors should understand the legal implications of cyber risks as they
relate to their company’s specific circumstances.

Boards should have adequate access to cybersecurity expertise, and
discussions about cyber-risk management should be given regular and
adequate time on the board meeting agenda.

Directors should set the expectation that management will establish an
enterprise-wide cyber-risk management framework with adequate staffing
and budget.

Board-management discussion of cyber risk should include identification of
which risks to avoid, accept, mitigate, or transfer through insurance, as well
as specific plans associated with each approach.




_ * Many of the firms have developed and distributed to the
audit committee recommended questions that

committee members should be asking of management.

an d DO n’t . These quest'ionna.ires can be used to effectively.
jumpstart discussions between the audit committee and
FO rget th e management on the more critical governance issues.
. * Sometimes a neutral document that helps balance
Firm S an d governance vs. risk
uOt h er EX e rtsn * May refer to more detailed frameworks
p * Sometimes not so neutral and provides biased

suggestions.



Quick Talk about Enterprise Risk Management






Enterprise Risk Management

The culture, capabilities and practices, integrated with strategy-
setting and its performance, that organizations rely on to manage
risk in creating, preserving and realizing value.

Every entity exists to provide value to its stakeholders.
All entities face risk in the pursuit of value.

Risk affects an organization’s ability to achieve its strategy and
business objectives,

Management determines the amount of risk the organization is
prepared and willing to accept.

Effective ERM helps boards and management to optimize
outcomes with the goal of enhancing capabilities to create,
preserve, and ultimately realize value.



The Updated Framework Focuses on
Integration While Emphasizing and
Creating Value

* Integrating ERM with business practices results in better
information that supports improved decision making and leads to
enhanced performance helping organizations to:

* Anticipating risks earlier or more explicitly, opening up more
options for managing the risks

 |dentifying and pursue existing and new opportunities

* Responding to deviations in performance more quickly and
consistently

* Developing and reporting a more comprehensive and
consistent portfolio view of risk

* Improving collaboration, trust, and information sharing

* Links value to risk appetite and the ability to manage risk to
acceptable levels






ERMistuff —are'we
safe and protected

or not?




*What’s the th o) - A
*What is the tol€rance for that tiires
*What is the probabilityiof realizd

ions?

-Wha'f%r@th&cﬁ?it%%m]g\[ at
*Must we do-semething (e.g., law)?

*Are there stakeholder expectations?




Photo by rawpixel on Unsplash



You must know
the inventory
of the

technology
assets that you
are responsible
for to achieve
security goals



The 30 Second Controls Audit?

Auditor: Can you provide me with a copy of a “reasonably current”
inventory of all technology assets (hardware, software, third-party
relationships, etc.)?

Management: Can we have a week or two to gather?

Auditor: I’'m just wondering that if you don’t have one available how are
you:

Managing business continuity issues?

Know the priority and classification of assets to be protected?
Know where critical resources are stored?

Monitor what access vendors have to our assets?

Can we account for everything we are paying for?

How do we know which vulnerabilities need to be remediated?

How do we know what needs to be logged and monitored?



...and speaking
of auditing —
leverage core

audit planning
process to
assess security

DETERMINE OBJECTIVE

A

RESEARCH AND
POTENTIAL THREAT/RISK
IDENTIFICATION

CONFIRM THE
UNDERSTANDING
(WALKTHROUGH)

FINALIZE POTENTIAL
THREAT/RISK
IDENTIFICATION

OBTAIN AN
UNDERSTANDING

DOCUMENT THE
UNDERSTANDING

IDENTIFY CONTROLS AND
RISK MITIGANTS

DETERMINE RESIDUAL
RISKS AND FURTHER
ACTION






AWS Shared Responsibility Model







“Plain Talk” on Frameworks and Why “We” Like Them

Recognized Frameworks

SOC for Cybersecurity

SOC for Service Providers

NIST Cybersecurity Framework
NIST Special Publications
CoBIT

CERT (OCTAVE, Insider Threats)
ISO

Regulatory (FFIEC, HIPAA, State Laws)
PCI

Center for Internet Security
OWASP (Web Applications)

Why We Like Them

Unbiased

Peer Reviewed

Relatively Low Cost

Common Language

Recognized as Best or Good Practices

Baselines for Stakeholders can Assess
Against (e.g., customers)

“Standard of Reasonableness?”
Don’t have to recreate






Center for Internet Security (CIS)

Critical Security Controls (cisecurity.org)



Converting Critical Security Controls Into Business Oversight
Considerations (Top 5 Only)

Too often we hear why these controls can’t be implemented — especially from IT Operations.........

CsC4
Ccsc1 CsC2 Csc3 . - CSC5
. o Admin Privileges . .
Inventory of Devices Inventory of Software Vulnerabilities Secure Configurations
e How much is our IT * Do we have the “right e What’s acceptable and * Do we limit access on a ¢ How do we determine
budget? mix” of licenses? what is not? need-to-have basis? what we configure?
¢ Do we reconcile inventory e Can we get sued? ¢ Are the vulnerabilities * Are we enforcing e Does someone review
to accounting records? e Do we know what is indicative of other segregation of what gets configured?
* Have we assigned running on our systems? problems? responsibilities?  How do we compare
custodial responsibilities? ¢ Are things good enough ¢ Do we have the audit against outside practices
that we can pass a “real” trails to hold privileged (e.g., good practices)?
pen test? employees accountable

for their actions?

.......... Yet, these are fundamental business management controls —
The types of questions Audit Committees can and should be asking about.




What’s In Your Audit Committee Deliverable?

“Llook Mom, no technical words!!11111”

Csc2

Inventory of Software

*Need software to monitor
changes. monitor for software

eChange control process licenses.

eNeed tracking tool to

needs to be enhanced. *Need to reconcile payments
to vendors to existing
software.

*Need to enhance controls
over desktop software and

related risks.

CSC5

Admin Privileges

oVulnerability remediation
practices significantly
violates established policies.

*Only 40% of eligible assets policies.
are scanned.

¢ All practices comply with
current expectations and

*Vulnerability remediation
KPI'is 35% below standard.

Key Issues: Does Management understand the gaps and is action being taken?
Does the information presented by Management match Internal Audit’s cumulative understanding?

CSC3

Secure Configurations

eConfiguration strategies
need to be developed and
standardized.
eAutomated tool to monitor
compliance with policy
needed.
eException process needs to
be defined.CSC3
Secure Configurations
eConfiguration strategies
need to be developed and
standardized.
eAutomated tool to monitor
compliance with policy
needed.
eException process needs to
be defined.



Red-Yellow-Green Das

CoBIT 4.1 Maturity Level Emphasis
(NOTE: Current Version is 5)

CoBIT DOMAINS SECTION TARGET ASSESSED RESIDUAL | PROBA- | IMPACT | REMEDI-
MATURITY MATURITY RISK BILITY ATION
LEVEL PRIORITY
PO1 Define a Strategic IT Plan IT Mgt. Managed(4) Managed(4) Low Low Low
PO2 Define the Information IT Mgt. | Repeatable(2) | Repeatable(2) Low Medium | Medium | Medium
Architecture
PO3 Determine Technological IT Mgt. Defined(3) Defined(3) Low Medium | Medium | Medium
Direction
PO4 Define the IT Processes, IT Mgt. Defined(3) Defined(3) Low Low Medium Low
Organisation and Relationships
POS5 Manage the IT Investment IT Mgt. Defined(3) Defined(3) Low Low Low
PO6 Communicate Management Risk Defined(3) Defined(3) Low Low Low
Aims and Direction Mgt.
PO7 Manage IT Human IT Mgt. Defined(3) Defined(3) Low Low Low
Resources
PO8 Manage Quality IT Mgt. Defined(3) Defined(3) Low Low Medium Low
PO9 Assess and Manage IT Risks Risk Managed(4) Managed(4) Low Medium | Medium | Medium
Mgt.
PO10 Manage Projects IT Mgt. Defined(3) Defined(3) Low Low Low
All Identify Automated Business Defined(3) Defined(3) Low Low Low
Solutions Solutions
Al2 Acquire and Maintain Business Defined(3) Defined(3) Low Low Medium Low
Application Software Solutions
AlI3 Acquire and Maintain Business Defined(3) Defined(3) Low Low Low
Technology Infrastructure Solutions
Al4 Enable Operation and Use Business Defined(3) Defined(3) Low Low Low
Solutions
AIS Procure IT Resources Business Defined(3) Defined(3) Low Low Low

Solutions

hboards (Heat maps)

FFIEC (Banking) IT Audit Dashboard



Vulnerability Assessment &
Pen Testing

* Too much “Scan and Dump” and not enough insightful analysis.

* What does all the information mean and what are we supposed
to do with it?

* What exactly is a “Pen Test” and what do the results really mean?

* Who and how is following up on this and why are we waiting until
next year to see if remediated?

* Why are we spending money on Pen Testing when we don’t have
a working vulnerability remediation program (and automated

tool)?
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Convert the Most Technical Issues Into Something a
Business Person Can Understand & Act Upon

Top 10 Vulnerability Exposure Vulnerability Remediation Days Outstanding

%/# Assets | %/# High Exploit Fix By Date Risk 0-30 30-60 |60-90 |90-120

RHBEELS fni:‘:t:te . AL Level |Days |Days |Days |Days

100/100 25/25  Yes  |30days 512 8 21
0[S G 2

#2 50/50  20/20  Yes 45 days 25

4

#3 25/25  15/15  Yes 75days 3 45 38 24
2
1

#4 20/20  10/10  No TBD 120 110 90 70

#5 10/10 90/90 No - 500 450 375 300 275

“We found that ten vulnerabilities accounted for almost 97% of the exploits in 2014. The
remaining 3% consists of 7,000,000 other vulnerabilities. Most attacks exploited known
vulnerabilities where a patch has been available for months, often years. Of the
vulnerabilities detected in 2014 we found more dating back to 2007 than from any year
since.” —VERIZON BREACH REPORT 2015 EXEC. SUMMARY




lllustrative “Bum of the Month” Map
(Who is responsible for the RED Boxes?)

Web

Routers
Firewalls
Servers

Desktop

Core Application
Cloud

Mobile

Testing




Other Technology

Risks




Data

Governance

Outside of cybersecurity, perhaps no other
enterprise-related IT risk management topic has
captured executive management and board
attention like data governance.

From an enterprise perspective, which users or
departments own the company’s data, what they
can do with it, and how they should protect it have
always been topics of discussion and, in some
cases, sources of conflicts.

The recent scandal at Facebook involving data
acquired by the company and sold to third parties
has increased attention paid to this concern.



* The problem facing most
companies is that while data
is an asset, most of them do
not treat it as such.

Business digitilation

CRM reliance and
strategies

Rise of data analysis and
business intelligence

Why is Data Governance a
Challenge?




Vendor Management & Cloud Computing

* Cloud computing has grown so popular and useful that technology companies to whom agencies
outsource their systems (i.e., cloud service providers) now use cloud providers such as Amazon Web
Services (AWS) and Microsoft Azure themselves to deliver services cost effectively and minimize the
potential of loss from the most pervasive threats.

* Such vendors will often advertise and promote the reputation of AWS and Azure in selling their services;
often, if the agency does due diligence or vendor management over its vendor, it relies on the vendor’s
representation that using AWS and Azure provides “best-in-class” security to the customer.

* Both AWS and Azure communicate that security is a joint responsibility between the organizations and the
technology service provider, and that, as part of its vendor management oversight, the endpoint customer
should determine and confirm that its technology service provider is addressing those responsibilities.



End Users — How to Manage?
(or Make it Happen!!!)

* In some respects, organizations have traditionally held
users accountable for their use of technology, although
frequently this was in name only.

* In other organizations, management expects the central IT
department to provide significant support and, in many
cases, “hand-hold” business owners to meet their needs
and mitigate any circumvention of controls not
compensated for by pervasive IT department practices and
expertise.



Critical risk considerations for these tools center around traditional development and application controls.

Can the company rely on the controls used in the tool’s development process, and is the analysis
and resultant calculation reliable?

Are the data sources used for the analysis accurate and timely?

Do processing and analysis consider all the data processed and exclusions?

From an ERM perspective, a consistent strategy needs to be adopted. As with end-user computing,
educating and communicating common expectations are critical for areas that involve the accuracy and
reliability of results, such as user acceptance and stress testing.

Artificial Intelligence and Automation



The Cost of Risk Management

* The cost of seizing new business opportunities and
entering new markets is an increase in a company’s risk
profile.

* While most agree on the necessity of managing this
increased risk, there is general disagreement on the
quantity of risk management needed and which risk
mitigation activities provide minimal value to the
enterprise, including those procedures that are
duplicative.

* Most business executives, however, understand the need
for these controls.

* The recent focus on extensive documentation
requirements also raises significant concerns related to
the cost and added value of risk management provided.




Conclusion — Meeting The Challenge

The ability to manage technology risk is a critical component of any organization’s ERM effort.

COSOQO’s new Enterprise Risk Management—Integrated Framework provides companies with the flexibility
and tools needed to align technology risk with strategic goals and business objectives.

Cybersecurity threats and computer errors will always be factors that hinder an organization’s success,
reputation, and value.

The new ERM framework provides a process for companies to make appropriate investments for the
given risk appetite and tolerances, helping to ensure that risk-adjusted returns provide necessary funding
for the long-term well-being of the enterprise.




FOR FURTHER
INFORMATION

Thank you for attending
today’s conference.

Should you have any follow-
up questions please do not
hesitate to call or email me.

Don’t forget to visit my
website for articles,
columns and my blog.

 Contact Joel directly at:

Joel Lanz

Joel Lanz, CPA, P.C.
471 N. Broadway
Jericho, NY 11753
(516) 933-3662

jlanz@joellanzcpa.com

www.joellanzcpa.com

http://www.linkedin.com/in/joellanz



