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Background

Generally accepted government auditing standards require auditors to have a sufficient understanding of relevant internal controls to plan an audit and to determine what kinds of tests to do in the audit. The auditors should also have sufficient, competent, relevant evidence to support the basis of their judgment about internal controls.

Historically, auditors have been good at assessing internal controls related to control activities, because generally, there are source documents to which the auditor can refer to test or confirm the controls. For example, if agencies are required to get a contract when their cumulative expenditures for similar commodities exceeds $15,000, the auditors can examine accounting records, vouchers and other supporting evidence to test to see whether the agency is adhering to this control. There is ample documentary evidence upon which the auditors can base their judgment about these controls.

The challenge for auditors has been how to get sufficient, competent, relevant and useful evidence to support their decision about the soft controls that do not lend themselves to empirical evidence. This includes the control environment and communication systems. There isn’t any source documents routinely maintained that will tell the auditors about management’s ethics, integrity, philosophy and operating style, or the competence of the people in the organization. But there is a valuable source with this information - organization staff.

Agency staff is in a position to observe managements’ actions and inactions on a daily basis. The greater percent of staff involved in the evaluation process, the more valid your results. For example, if the auditor solicits information from everyone involved in the procurement cycle, the auditor may have a sufficient basis on which to draw conclusions about the control environment.

With the objective of getting evidence from agency staff, we’ve developed a survey based on current industry literature on control self assessment. Control self assessment is a process through which internal control effectiveness is examined and assessed to provide reasonable assurance that all business objectives will be met.
 The survey, when completed, may give the auditors sufficient, competent, relevant and useful evidence to draw a conclusion about the control environment. The survey will also give the auditor preliminary indicators of how adequate the agency’s risk assessment, control activities, information and communication systems, and monitoring processes are working. Auditors should do other tests and evaluations to draw conclusions about these four other components of internal controls, as well as be constantly aware of other control environment evidence gained by the auditors’ interaction with organization management.
A methodology encompassing self-assessment surveys and facilitated workshops is a useful and efficient approach for managers and auditors to collaborate in assessing and evaluating control procedures. In its purest form, control self assessment integrates business objectives and risks with control processes. Using control self assessment allows management and work teams, who are directly involved in a business unit, function, or process to participate in a structured manner for the purpose of:

· Identifying risks and exposures;

· Assessing the control processes that mitigate or manage those risks;

· Developing action plans to reduce risks to acceptable levels; and 

· Determining the likelihood of achieving the business objectives.

The outcomes that may be derived from self-assessment methodologies are:

· People in business units become trained and experienced in assessing risks and associating control processes with managing those risks and improving the chances of achieving business objectives.

· Informal, soft controls are more easily identified and evaluated.

· People are motivated to take ownership of the control processes in their units and corrective actions taken by the work teams are often more effective and timely.

· Auditors acquire more information about the control processes within the organization and can leverage that additional information in allocating their scarce resources so as to spend a greater effort in investigating and performing tests of business units or functions that have significant control weaknesses or high residual risks. 

· Management s responsibility for the risk management and control processes of the organization is reinforced, and managers will be less tempted to abdicate those activities to specialists, such as internal auditors.

The primary role of the audit activity will continue to include the validation of the evaluation process by performing tests and the expression of its professional judgment on the adequacy and effectiveness of the whole risk management and control systems.

Notification

Once the decision has been made to do an internal control survey, the auditor-in-charge should notify the head of the agency that auditors are going to assess internal controls at the audited organization. When initiating the internal control survey, the auditor-in charge should describe in general terms how the staff auditors are going to assess controls. Key points to cover in the conversation include: 
· Auditors are going to collect evidence on the five elements of internal controls, with particular emphasis on assessing the control environment. Agency management can obtain information about internal controls on the State Comptroller’s web site in the document Standards for Internal Controls in New York State Government.

· Auditors will need an organization chart of all people involved in the agency program, function or activity under audit. Using this chart and other input from agency management as necessary, the auditors will schedule meetings with all agency staff involved in program, function or activity under audit to get their input about internal controls. When scheduling the meetings with staff, the auditors will seek to ensure employees and their supervisors are not in the same meeting. Auditors do this to ensure staff providing information don’t feel intimidated by the presence of their supervisors, thus are free to openly respond to any inquiries.

· Once the survey is complete, the auditors will analyze the results and meet with agency management to discuss the preliminary results. 

· After discussing results with agency management, the auditors will prepare a report. This report will go to the agency management after being reviewed and approved internally.

The auditors should consider getting agency management to agree the survey statements are appropriate criteria for the auditors to evaluate the control environment and get indicators for the risk assessment, control activities, information and communication systems and monitoring process. This will help management buy into the process and better accept the results when presented. Care should be taken in deciding which agency manager to approach for this. If the auditors have preliminary evidence that particular managers are contributing to a negative control environment, the auditors should consider getting agreement from other managers, preferably their superiors.

Preparation

Before preparing the mechanics of the survey, the auditors should prepare themselves. This begins with gaining expertise in internal controls.

The auditor should study the State Comptroller’s Standards for Internal Control in New York State Government. Often times in survey meetings, agency staff ask specific questions about their environment. The staff will describe what’s going on in their office and look to the auditor to tell them whether it’s okay or not. In most cases, they want the auditor to confirm the practice they’re describing isn’t okay. It’s important for the auditor to handle the question effectively based on the definition and application of internal controls.

The auditor should also be able to effectively facilitate a meeting. The auditor will lose credibility with the agency employees if they can’t effectively manage the meeting. 

The auditor should review the organization charts to identify the lines of reporting and the upper and middle level managers (those who set the tone at the top). This will help the auditor tailor the control environment part of the survey. Also, the auditor should determine the grade levels of the employees to help determine how to schedule the employees for meetings. Remember, the auditor should separate supervisors and staff when scheduling these meetings.

Tailoring the Survey

The survey should be tailored to the organization or program under review. Since the survey makes specific statements about managements’ ethics and integrity, the auditor should identify the manager(s) by name and title in the survey. This is to avoid confusion for the employees filling out the survey. The survey is provided in appendix to these guidelines.

It’s important the statement ask about manager’s by name because many employees have multiple managers. Adding the manager’s names to the survey will help to avoid confusion.

While rare, there may still be some confusion. This may still occur to some extent when the auditor identifies the managers by name and title (e.g., when there are purchasing and accounts payable staff in the same meeting, the survey will have two names in the statement about ethics - one for each chain of command). If the employee tells the auditor they’ve reported to both managers in their career, instruct the employee to respond to the statement based on the manager in his/her direct chain of command. Then, invite the employee to add comments about other managers in the spaces following the section. 

To tailor the survey, insert the names and titles of the higher-level managers (those that set the tone at the top) into the survey comments that deal with ethics and integrity, and with compliance with laws, rules and regulations. The auditor may need to add additional statements to the survey to accommodate all the higher-level managers. It is not necessary to tailor the comment about the employee’s immediate supervisor.

The auditor should also consider whether to include a section in the survey to collect the employee’s name, grade and work unit name. This may facilitate the auditor being able to identify patterns and trends in the responses and allow the auditor to follow up with the agency employee to get clarification on some issues.

For example, if the data shows only the accounts payable employees indicate there is a fear of reprisal from their director, the auditor can tailor the recommendation to this particular unit. Also, if the employee writes their name on the survey, it allows the auditor to follow up with the employee to get more evidence to support what the employees is saying, or simply to more fully understand what the employee is trying to convey.

There are two schools of thought on whether to gather this type of identifying information in the survey. One thought is that it facilitates getting more complete information and allows for more detailed analysis of results. The other thought is that the employees may be so afraid their managers are going to find out whom specifically said what, that the potential fear of reprisal will cause the employee to not fully disclose wrong-doing if it exists.

The audit team should collectively decide whether to ask the employees for this identifying information.

If the team decides the surveys should be anonymous, they can eliminate the identifying information from the survey, or still collect the information but keep it confidential.

Scheduling the Meetings

As noted above, when meeting with the employees to do the survey, the auditor should ensure they are not in the same meetings with any of their supervisors. Remember - some of the comments ask the employees to respond to statements about their supervisors. Having the supervisors present may intimidate the employee so much so that they won’t give an honest or complete response.

It isn’t necessary to isolate the employees by functional group, but the auditor should separate the meetings by grade level or reporting level. For example, the auditor can schedule employees from accounts payable, purchasing and receiving for the same meeting, but should try to ensure they’re at the same level in the organization (e.g., grade 14s together, supervisors together). Staff can be intimidated by managers who are not in their chain of command. 
Ideally, the auditor should try to schedule meetings in large, comfortable rooms to allow the employees to spread out if they want to so other employees can’t look at their responses. Also, it is best to schedule meetings beginning with the lower grade employees first, and then work your way up the chain of command. This is to prevent supervisors from knowing the survey content before their staff and using this information to persuade how the staff will respond to the survey.

After deciding which staff is going to attend the same meeting, the audit manager or auditor in charge should contact an appropriate manager at the agency to determine a day when the survey will take place. When speaking with the agency manager, remind him/her of the importance of this survey and ask that the manager find a day when the staff is likely to be present.

Meeting with Agency Staff

Agency employees may very well be anxious when the auditor first arrives at the meeting. Several things may be the source of this anxiety:

· Auditors are generally unwelcome.

· Staff might not know why the auditor is meeting with them. The unknown can be frightening to some.

· Staff may know why you’re meeting with them, but they might not understand internal controls and how this exercise will impact their day-to-day work at the agency.

· Staff may be concerned about potential retribution if agency managers find out what they’re telling you.

For these and other reasons, it’s important for the auditor to gain staff trust as soon as possible. Professionalism, internal controls expertise, appropriate dress and polished presentation and facilitation skills are key factors to help gain their trust.

The meeting with staff involves four major areas:

· Internal Controls Understanding

· Survey Mechanics

· Survey Administration

· Staff Debriefing

Internal Controls Understanding

It’s important for the auditor to learn the degree to which agency staff understands internal controls. This will help the auditor gauge the extent to which agency management communicated information about internal controls and the staff’s role in those controls.

The auditor should:

· Begin by asking the staff if they know why they’re at the meeting, then either confirm what the employees said, or tell them the meeting is to gather information to assess agency internal controls.

· Ask the employees what they think of when they hear the term “internal controls.”

· Listen to how the employees define internal controls and make a note of the components the employees are not talking about. Acknowledge answers that are right, or partially right. Positive feedback helps to further the trusting relationship between you and the staff.

When the staff finishes explaining their understanding of internal controls, summarize their input and then fill in the blanks for them. Describe each component of internal control as defined in the State Comptroller’s document Standards for Internal Controls in New York State Government, leaving the control environment as the last element you describe. This will help emphasize the importance of this element and helps set the stage for the purpose of the survey. Describe how all staff have a role in these controls.

Survey Mechanics

At this point, the auditor should want to tell the staff about what they are going to do. The auditor should explain that the survey contains statements about the agency and the staff should indicate whether the statements are true or not. To this end, the staff needs to indicate whether they agree, strongly agree, disagree or strongly disagree with each statement. If the staff doesn’t know whether or not the statement is true, there’s an option for them to indicate they don’t know. Reassure staff that it’s okay if they don’t know whether a statement is true or not because their experiences may not have familiarized them with the issue.

Tell the staff that the ultimate goal of the survey is for the auditors to get some information about what the environment is like where they work. Therefore, if the environment is good, the employees should write that in the survey. If the environment needs improvement, it’s important that the employees write that in the survey, so the auditor can make some recommendations for change.

It’s important to stress to the staff that if the agency staff disagree or strongly disagree with a statement, it’s not enough for the auditors to know only that. It’s important that the auditors know why the staff disagree or strongly disagree. This will help the auditor make a better recommendation to management to take corrective measures. For example, one statement in the survey says staff is protected from reprisal if they bring wrong-doings to managements’ attention. If the staff member just disagrees with this, there’s little the auditor can do to recommend changes to this. However, if the employee also wrote about a specific time when management inappropriately penalized an employee for bringing wrongdoing to their attention, the auditor has better evidence to make a corrective recommendation.

There should be ample room at the end of each section of the survey for employees to explain why they disagreed with each statement. If the staff runs out of room at the end of the section, invite them to turn the page over for more space. 
Before distributing the survey, tell the employees how much time they will have to complete the survey. Experience shows it takes less time to complete a survey in an agency with a positive control environment than in those with a negative environment. Employees in a negative environment need more time to tell you why they disagree with the statements. Where preliminary evidence shows there’s a positive environment, you should be able to complete your sessions within an hour. Leave an hour and a half for the sessions where preliminary evidence suggests a negative environment.

Tell the staff: 
· When they’ve completed their survey they should turn it face down in front of them.

· To remain at their seat when they finished the survey because there are some follow-up questions to ask.

· If they have any questions during the survey, or want to clarify some information, they should ask the auditor for help. If they don’t feel comfortable voicing any concern in the room, the auditor will take the employee out of the room to address the concern in private.

Have some pencils available in case the agency staff doesn’t have anything to write with.

Survey Administration

Hand out the survey to the staff and instruct them to complete all information. If the room is large, periodically roam the room to make yourself available for questions. In a small session, periodically roam the room visually so the staff can gain your eye contact if needed. The auditor should make it easy for the staff to approach them with any questions or concerns. If an agency employee voices a concern that’s globally applicable, address the concern to the entire group.

After the last agency employee has turned the survey face down, instruct all the employees to review their survey again to make sure they put an answer for each statement and that they’ve added comments for each statement for which they disagreed.

Staff Debriefing

Once the employees have finished reviewing their surveys, ask them what they thought of the process. Most importantly, ask the employees whether they think the survey will give the auditors enough information to understand the environment in their operational unit, or program. Also, ask the employees to give suggestions about other types of questions that should be asked to more fully understand the environment at the agency.

Keep track of the employees’ input. Sometimes, the employees will give additional examples of the environment at the agency that they didn’t write in the surveys. Sometimes, they will tell about other things that should be included as survey statements. Sometimes, they’re just quiet.

Before letting them go, acknowledge the natural tendency to discuss what happened, but ask for their commitment to keep quiet about the survey until you’ve met with each group. This will help to ensure other employees come into the meetings with the same open minds as the first group.

Analysis

Once the auditor has the evidence from the agency employees, it’s time to analyze it. The results of the analysis will go into a report for discussion with management and ultimate dissemination to agency executives. The data supporting the analysis should be retained in the form of working papers. See Attachment B for an example of a summary report.

Summary Numbers

Prepare a spreadsheet or database to data-enter each employee’s response to the statements. From this information, calculate the number of responses for strongly agree, agree, disagree, strongly disagree and don’t know for each statement. (Note: If the information is in a dBASE file, ACL can easily read and summarize this information). Enter the number of responses for each selection into a blank survey next to each response choice. (see page 21) Using the number of responses for each choice calculated above, calculate the weighted average for each statement based on the following formula and add the result to the survey. (see page 21)
(Σ SA)*4 + (Σ A)*3 + (Σ D)*2 + (Σ SD)*1
(Σ SA) + (Σ A)+ (Σ D) + (Σ SD)

Where:

SA = the number of responses for strongly agree

A = the number of responses for agree

D = the number of responses for disagree

SD = the number of responses for strongly disagree

Note that the response “don’t know” doesn’t factor into the weighted average. This is because the response is not necessarily indicative of a negative environment. For example, if clerks in the agency don’t know whether the Commissioner is ethical, it could be because the clerk doesn’t know enough about the Commissioner to make that judgment.

There are some statements, however, where the response “don’t know” may cause some concern. For example, if a significant number of employees responded “don’t know” to statements about being protected from reprisal if they report a wrongdoing to their supervisor, the auditor and agency manager should question why the staff don’t know. They should also question what the results would be if the staff had an opinion one way or another. If all staff had knowledge on this subject, would the weighted average indicate the control was strong or weak? When presenting results for these kinds of situations, the auditor should caution the report reader about evaluating these results, because if more staff knew, the results might be different.

Comments

After adding the summary numbers into the survey, add the staff comments verbatim after each section for the report going to the executives. Take care to not add the comments in the order of the meetings, with the lowest grade level staff responses first, and middle management’s comments last. Some agency management may try to discount negative comments that originate from the clerical level.

If the final document is to be distributed to non-executive management as well, edit the comments section to remove any employees the staff identified by name and replace the name with the employee’s title. Also, make the comments gender neutral. The auditor should caution the reader of this report to avoid the natural tendency to say “This comment isn’t about me” for two reasons. First, the comment could very well reference the reader. Second, and most important, there’s always room for improvement.

Analysis and Conclusions

At this point, the auditor has enough data to analyze. In the weighted average calculation above, we assigned the value of four to strongly agree, three to agree, two to disagree, and one to strongly disagree. The survey statements, when agreed with, indicate a positive control. Correspondingly, weighted averages with a value of three or more indicate a positive or strong control. 
Graph the weighted averages and plot the graph against a standard bar at the value of three. Add lines to the graph to differentiate between the five elements of internal control (e.g., page 20). Overall, evaluate what portion of the graph is above the line and what portion is below the line. What does this say about the controls at the agency?

Review the comments agency staff made for commonalities. For example, do several comments point out deficiencies in management’s leadership skills or communication skills? Also, evaluate whether the comments suggest management is doing things that are illegal, immoral or unethical. Comments that don’t fall into these categories should be evaluated differently. For example, agency staff might not like the direction agency management is taking, but this may be more a matter of staff dissatisfaction, rather than management following an inappropriate direction. As a result of this possibility, it’s important for the auditor to better understand the environment in which the staff work. The auditor can do this through discussions with management (see next section).

Some comments may be related to efficiencies within the agency. While these issues may not be classified as illegal, immoral or unethical, they are important and should be brought to management’s attention.

Finally, the auditor should evaluate whether there is a correlation between the tone between the staff comments and the weighted averages. Discrepancies should be discussed with the audit team and agency management.

If several staff is pointing out common deficiencies, there may be corroborative evidence upon which to help draw a conclusion about the agency’s controls, pending discussion with agency management. Generally, this information should be brought forward to the narrative section of the preliminary report.

Conversely, if there’s only a single comment about the environment, the auditor will likely need to corroborate the comment before using it to conclude anything about the environment. Are there independent records for review to corroborate the comment? Can the evidence be corroborated through additional interviews? The auditor should discuss additional follow-up needs with their AIC and/or manager.

If the employees provided identifying information, analyze the data for patterns and trends by grade and work unit. If the analysis shows there is a significant trend for a particular grade or work unit, summarize the information for inclusion in the narrative section of the report. If, however, the auditor told the employees the survey responses will remain anonymous, the auditor should gauge whether disclosing grade and/or work unit trend information will put the employees at risk. If disclosing the information will put the employees at risk, the auditor shouldn’t disclose it.

Reporting

Preliminary Report
The auditor should prepare a preliminary report to use as a guide for discussion with agency management. The report should include background information, audit methodology, report goals, summary results, and the results for each section of internal control. The auditor should review the preliminary report with the AIC, Manager and Director to ensure the report meets GAGAS standards. Once approved internally, the auditor should forward the preliminary report to agency management for their review prior to the meeting with them.

For each section of internal control, the auditor should identify the highest and lowest scores along with the corresponding statements. These results should be supported by common comments from staff.

The report should also contain the weighted average graphic, the report itself, and some summary statistics. Finally, the report should contain recommendations to improve control deficiencies.

Findings Discussion

Using the preliminary report as a guide, the auditors should discuss the preliminary results with agency management. This is a critical step because it will help the auditor more fully understand the environment in which agency staff works. Use this venue to review any discrepancies identified in your analysis.

In this meeting, the auditors should evaluate management’s response to the findings. Do they appear genuinely interested in the findings? Have they indicated their commitment to make positive changes? Have they given the auditors sufficient evidence or explanations that would require the auditor to change their findings?

Final Report

Based on the discussion with agency management, the auditor should edit the preliminary report to reflect the control environment. Once the report has been reviewed and approved by the AIC, Manager and Director, the Director will distribute the report as appropriate. The auditors should keep the surveys secure and tag them as confidential.
Internal Control Survey
Work in (please circle one):

Purchasing/Contracts
Receiving/Mailroom
Accounts Payable

Other_______

(PLEASE CIRCLE THE ONE RESPONSE THAT BEST DESCRIBES YOUR REACTION TO EACH STATEMENT)

KEY:
SA  =  Strongly Agree
A  = Agree
D  =  Disagree
SD  =  Strongly Disagree
DK  =  Don’t Know

SECTION I:  CONTROL ENVIRONMENT

The organization culture sets the tone of an organization, influencing the control consciousness of its people.  It is the foundation for the other components of internal control.  (PLEASE CIRCLE ONE FOR EACH)

	1.
	The Administrative Officer (Insert Name) demonstrates high ethical standards........................................................................
	SA
	A
	D
	SD
	DK
	(1)

	2.
	Executive Management (Insert Name) demonstrates high ethical standards........................................................................
	SA
	A
	D
	SD
	DK
	(2)

	3.
	The Administrative Officer (Insert Name) strives to comply with laws, rules and regulations affecting the organizations......
	SA
	A
	D
	SD
	DK
	(3)

	4.
	Executive Management (Insert Name) strives to comply with laws, rules and regulations affecting the organization...............
	SA
	A
	D
	SD
	DK
	(4)

	5.
	My Manager (Insert Name) demonstrates high ethical standards....................................................................................
	SA
	A
	D
	SD
	DK
	(5)

	6.
	My Manager (Insert Name) strives to comply with laws, rules and regulations affecting the organization.................................
	SA
	A
	D
	SD
	DK
	(6)

	7.
	My immediate supervisor (Insert Name) demonstrates high ethical standards........................................................................
	SA
	A
	D
	SD
	DK
	(7)

	8.
	My immediate supervisor (Insert Name) complies with the laws, rules and regulations affecting the organization...............
	SA
	A
	D
	SD
	DK
	(8)

	9.
	I demonstrate high ethical standards..........................................
	SA
	A
	D
	SD
	DK
	(9)

	10.
	I comply with the law, rules and regulations affecting the organization...............................................................................
	SA
	A
	D
	SD
	DK
	(10)

	11.
	Managers and employees are sensitive to ethical considerations, the impact on and perceptions of others when making decisions or taking action.............................................
	SA
	A
	D
	SD
	DK
	(11)

	12.
	The Administrative Officer (Insert Name) places sufficient emphasis on the importance of integrity, ethical conduct, fairness and honesty in their dealings with employees, vendors and other organizations.............................................................
	SA
	A
	D
	SD
	DK
	(12)

	13.
	The Director of Financial Administration (Insert Name) places sufficient emphasis on the importance of integrity, ethical conduct, fairness and honesty in their dealings with employees, vendors and other organizations.............................
	SA
	A
	D
	SD
	DK
	(13)

	14.
	My Manager (Insert Name) places sufficient emphasis on the importance of integrity, ethical conduct, fairness and honesty in their dealings with employees, vendors and other organizations.............................................................................
	SA
	A
	D
	SD
	DK
	(14)

	15.
	My immediate supervisor (Insert Name) places sufficient emphasis on the importance of integrity, ethical conduct, fairness and honesty in their dealings with employees, vendors and other organizations.............................................................
	SA
	A
	D
	SD
	DK
	(15)

	16.
	An atmosphere of mutual trust and open communication between management and employees has been established within the organization..............................................................
	SA
	A
	D
	SD
	DK
	(16)

	17.
	The acts and actions of management are consistent with the stated values and conduct expected of all other employees.......
	SA
	A
	D
	SD
	DK
	(17)

	18.
	Standards related to personal conduct are periodically discussed with employees by managers and/or supervisors.......
	SA
	A
	D
	SD
	DK
	(18)

	19.
	I have the qualifications, knowledge, skill and training necessary to perform my job adequately...................................
	SA
	A
	D
	SD
	DK
	(19)

	20.
	Employees in my work unit have the knowledge, skill and training necessary to perform their job adequately....................
	SA
	A
	D
	SD
	DK
	(20)

	21.
	My work unit learns from their mistakes...................................
	SA
	A
	D
	SD
	DK
	(21)

	22.
	My work unit is committed to providing quality services.........
	SA
	A
	D
	SD
	DK
	(22)

	23.
	I feel I have the opportunity to advance within the organization...............................................................................
	SA
	A
	D
	SD
	DK
	(23)

	24.
	I am satisfied with the training opportunities made available to me..............................................................................................
	SA
	A
	D
	SD
	DK
	(24)

	25.
	In my work unit we are cross-trained so that we can fill in for each other when necessary........................................................
	SA
	A
	D
	SD
	DK
	(25)

	26.
	Management is open to suggestions for improvement...............
	SA
	A
	D
	SD
	DK
	(26)

	27.
	Personnel turnover has not impacted my work unit’s ability to effectively perform its function.................................................
	SA
	A
	D
	SD
	DK
	(27)

	28.
	Employees in my work unit are treated fairly and justly
	SA
	A
	D
	SD
	DK
	(28)

	29.
	If you disagree/strongly disagree with any of the above questions on the Control Environment, why do you feel this way?

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


SECTION II:  RISK ASSESSMENT
Organizations identify and analyze potential risks to the achievement of their goals in order to determine how to manage these risks.  (PLEASE CIRCLE ONE FOR EACH)

	30.
	For the coming year, I am accountable for defined, measurable objectives................................................................
	SA
	A
	D
	SD
	DK
	(30)

	31.
	I have sufficient resources, tools and time to accomplish my objectives..................................................................................
	SA
	A
	D
	SD
	DK
	(31)

	32.
	The objectives and goals of my work unit are reasonable and attainable...................................................................................
	SA
	A
	D
	SD
	DK
	(32)

	33.
	Management has given me an appropriate level of authority to accomplish my goals.................................................................
	SA
	A
	D
	SD
	DK
	(33)

	34.
	Generally, I do not feel unreasonable pressure to get the job done at any expense...................................................................
	SA
	A
	D
	SD
	DK
	(34)

	35.
	In my department, we identify barriers and obstacles and resolve issues that could impact achievement of objectives......
	SA
	A
	D
	SD
	DK
	(35)

	36.
	In my department, the processes for supporting new products, services, technology and other significant changes are adequately managed..................................................................
	SA
	A
	D
	SD
	DK
	(36)

	
	If you supervise staff, answer the following, otherwise go to question #38.

	37.
	I hold my staff accountable for defined, measurable objectives
	SA
	A
	D
	SD
	DK
	(37)

	38.
	If you disagree/strongly disagree with any of the above questions on the Risk Assessment, why do you feel this way?

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


SECTION III:  CONTROL ACTIVITIES
Policies, procedures and other safeguards help ensure, that objectives are accomplished.  (PLEASE CIRCLE ONE FOR EACH)
	39.
	The policies and procedures in my work unit allow me to do my job effectively......................................................................
	SA
	A
	D
	SD
	DK
	(39)

	40.
	My work unit’s policies and procedures are reasonable and consistent..................................................................................
	SA
	A
	D
	SD
	DK
	(40)

	41.
	Employees who break laws, rules and regulations affecting the organization will be discovered.................................................
	SA
	A
	D
	SD
	DK
	(41)

	42.
	Employees who break laws, rules and regulations affecting the organization and are discovered will be subject to appropriate consequences.............................................................................
	SA
	A
	D
	SD
	DK
	(42)

	43.
	Employees who steal from the organization (physical property, money, information, time) will be discovered............
	SA
	A
	D
	SD
	DK
	(43)

	44.
	Employees who steal from the organization and are discovered will be subject to appropriate consequences...........
	SA
	A
	D
	SD
	DK
	(44)

	45
	My work is adequately supervised............................................
	SA
	A
	D
	SD
	DK
	(45)

	46.
	We are discouraged from sharing our computer passwords with others.................................................................................
	SA
	A
	D
	SD
	DK
	(46)

	47.
	If you disagree/strongly disagree with any of the above questions on the Control Activities, why so you feel this way?
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


SECTION IV:  INFORMATION AND COMMUNICATION
Pertinent information must be identified, captured and communicated in a form and timeframe that enables people to carry out their responsibilities.  (PLEASE CIRCLE ONE)
	48.
	Our information systems provide management with timely reports on my unit’s performance relative to established objectives..................................................................................
	SA
	A
	D
	SD
	DK
	(48)

	49.
	There is a way for me to provide recommendations for process improvements...............................................................
	SA
	A
	D
	SD
	DK
	(49)

	50.
	The interaction between management and my work unit enables us to perform our jobs effectively.................................
	SA
	A
	D
	SD
	DK
	(50)

	51.
	The communication across departmental boundaries within my business unit enables us to perform our jobs effectively.....
	SA
	A
	D
	SD
	DK
	(51)

	52.
	I have sufficient information to do my job................................
	SA
	A
	D
	SD
	DK
	(52)

	53.
	Management has clearly communicated to me the behavior that is expected of me................................................................
	SA
	A
	D
	SD
	DK
	(53)

	54.
	Management is informed and aware of my business unit’s actual performance....................................................................
	SA
	A
	D
	SD
	DK
	(54)

	55.
	A communication channel exists for reporting suspected improprieties.............................................................................
	SA
	A
	D
	SD
	DK
	(55)

	56.
	I know where to report employee misconduct...........................
	SA
	A
	D
	SD
	DK
	(56)

	57.
	If I report wrongdoing to my supervisor, I am confident the wrongdoing will stop.................................................................
	SA
	A
	D
	SD
	DK
	(57)

	58.
	Employees who report suspected improprieties are protected from reprisal..............................................................................
	SA
	A
	D
	SD
	DK
	(58)

	59.
	Employees, management and work groups cooperate to reach shared goals...............................................................................
	SA
	A
	D
	SD
	DK
	(59)

	60.
	If you disagree/strongly disagree with any of the above questions on the Information and Communication, why do you feel this way?
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


SECTION V:  MONITORING
Through evaluation and feedback processes, and organization assesses, tracks and monitors its performance over time.  (PLEASE CIRCLE ONE FOR EACH)
	61.
	Information reported to management reflects the actual results of operations in my work unit....................................................
	SA
	A
	D
	SD
	DK
	(61)

	62.
	I have access to enough information to monitor vendor performance...............................................................................
	SA
	A
	D
	SD
	DK
	(62)

	63.
	Internal and/or external feedback complaints are followed up on in a timely and effective manner...........................................
	SA
	A
	D
	SD
	DK
	(63)

	64.
	We consider customer complaints and feedback in order to identify quality problems...........................................................
	SA
	A
	D
	SD
	DK
	(64)

	65.
	The quality of output in my work unit is measurable...............
	SA
	A
	D
	SD
	DK
	(65)

	66.
	Employees in my work unit know what actions to take when they find mistakes or gaps in what we are supposed to do........
	SA
	A
	D
	SD
	DK
	(66)

	67.
	Management is aware of problems I encounter when doing my work...........................................................................................
	SA
	A
	D
	SD
	DK
	(67)

	68.
	My supervisor reviews my performance with me at appropriate intervals..................................................................
	SA
	A
	D
	SD
	DK
	(68)

	69.
	I know what action to take if I become aware of unethical or fraudulent activity......................................................................
	SA
	A
	D
	SD
	DK
	(69)

	70.
	The sources of information used within my unit are verified....
	SA
	A
	D
	SD
	DK
	(70)

	71.
	Computerized data entry systems used within my unit effectively prevent or detect incorrect or missing information..
	SA
	A
	D
	SD
	DK
	(71)

	72.
	If you disagree/strongly disagree with any of the above questions on the Monitoring, why do you feel this way?

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

	73.
	I suspect/know that fraudulent activity is occurring within my workplace..................................................................................
	YES
	NO

	
	If question 73 is YES, please complete the following:

	A.
	What is the activity referred to in question 73?

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

	B.
	Did you report it?
	YES
	NO

	C.
	If NO, why not?

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

	D.
	If YES, to whom did you report the activity?

________________________________________________________________________________

	E.
	What was the outcome?
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


� Professional Practices Pamphlet 98-2, A Perspective on Control Self-Assessment (Altamonet Springs, Florida: The


Institute of Internal Auditors), 1998, CSA Definition Chapter.


�  Practice Advisory 2120.A1-2: Using Control Self-assessment for Assessing the Adequacy of Control Processes Interpretation of Standard 2120.A1 from the International Standards for the Professional Practice of Internal Auditing
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